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Abstract

As the automotive industry has evolved in recent years, various IT technologies have been
applied to vehicles. Consequently, real-world cyber attacks targeting these systems have
emerged. To address these threats, in-vehicle intrusion detection systems (IDS) have been
being studied. However, the existing CAN attack datasets have limitations in terms of
the variety of attack types they cover, which introduces limitations in evaluating IDS
performance. Therefore, in this poster, we propose a new CAN dataset including novel
attack types to facilitate the evaluation of IDS for automotive network security.
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1 Introduction

In 1983, the CAN protocol was developed by Bosch in Germany, and it is currently widely used
as the communication protocol for internal automotive networks. As vehicle technology has
advanced, modern vehicles are equipped with more ECUs, and connected to various telematics
devices for efficient communication. This has increased the attack surface of vehicles, leading
to various instances of vulnerabilities being exploited in real-world vehicles. Consequently,
research into IDS to detect and mitigate threats to vehicles is actively underway. However, the
scope of datasets available for IDS development is currently limited.

Representative existing attack datasets include OTIDS[1] and SynCAN[2] which mainly
contain periodic CAN message-based attack scenarios. An IDS trained on such limited datasets
may face challenges in effectively detecting attacks involving aperiodic messages that could occur
in real-world situations.

Therefore, in this poster, we introduce two types of attacks that can occur in vehicles and
propose a dataset with new attack scenarios for reliable IDS technology.

2 Our Approach

In a CAN network, there are two types of CAN message transmission: periodic messages and
aperiodic messages, which are sent when certain events occur. As shown in Figure 1, the new
dataset we propose covers aperiodic message-based attacks known as PE attack and another
type of attack called Bus-off attack[3], which can occur in vehicular networks.

Firstly, PE attack utilizes PE(Periodic-and-on-Event) messages, which combine periodic
messages and aperiodic event messages. In a PE attack, these PE messages can be spoofed to
trigger unintended events like controlling the vehicle’s doors or activating emergency signals.

The 7th International Conference on Mobile Internet Security (MobiSec’23), Dec. 19-21, 2023, Okinawa, Japan, Article No.P-5
∗Corresponding author: Soongsil University, Seoul, 06978, Republic of Korea, codeliq@gmail.com



A New Attack Dataset for CAN Intrusion Detection Systems Kang et al.

Figure 1: Examples of CAN Attack

Next, Bus-off attack exploits vulnerabilities in the design of the CAN protocol. When errors
are continuously detected by the error-handling mechanism of the CAN protocol, the node with
the error enters a ”Bus-off” state. Exploiting this, an attacker can intentionally trigger a crash
by repeatedly sending data frames. When a crash is detected, the victim node’s TEC(Transmit
Error Counter) continues to increment according to their mechanism, transitioning into Bus-off
mode when it exceeds a certain threshold, rendering it unable to participate in communication.

This newly collected CAN dataset covers a wider range of attack scenarios compared to
existing datasets. Therefore, when utilized in vehicular Intrusion Detection Systems, it con-
tributes to the detection of a wider attack surface.

3 Conclusion

In this poster, we propose a new CAN attack dataset including PE attack and Bus-off attack to
evaluate CAN IDS. In our experiments, we evaluated the existing IDS trained based on periodic
messages with this dataset and observed low detection rates for new types of attacks. Thus,
there is a need for research on IDSs that can detect a wider range of attacks, and we expect
that this dataset will help to improve the performance and effectiveness of IDSs, ultimately
leading to a higher level of security for vehicles.
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