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Abstract

In the context of 5G environments, the threat of attacks on false base stations(FBS) remains
a critical concern. To address these threats, this paper introduces the implementation of
a real-time network function for the detection of FBS through the use of the 5G RAN
simulator-UERANSIM, which collects Measurement Report from base stations.
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1 Introduction

In the 5G environment, it offers innovative mobility through enhanced mobile bandwidth and
substantial support for digitalization in the corporate and industrial sectors. However, with the
explosive proliferation of cost-effective IoT(Internet of Things) applications, which are often
vulnerable, security threats have surged for both operators and end-users within these 5G
mobile networks. Among the various potential threats in the 5G landscape, attacks on FBS,
including SUCI(SUbscription Concealed Identifier)-Catchers, pose a genuine risk, potentially
compromising user privacy through active or passive methods[1]. Therefore, in order to mitigate
these challenges, this paper implements real-time detection of FBS using machine learning and
specification-based techniques through an open-source 5G RAN simulator-UERASIM, as shown
in Figure 1.
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Figure 1: Modified UERANSIM Architecture
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2 Main

The newly implemented Network Function, FDF(False Base Station Detection Function), was
experimentally tested in the 5G RAN environment using an enhanced UERANSIM with Func-
tional Split and handovers. FDF communicates directly with CU(Central Unit). Messages
obtained during this process, such as Measurement Report, RRC Setup, and Handovers, form
the basis for the detection of FBS. There are two methods for detecting FBS. The first method,
employing machine learning, detects abnormal signals through Measurement Report that in-
clude the wireless environment surrounding the device when a FBS is present. The second
method, specification-based detection technique detects threats through data received from CU
through a state machine indicating abnormal conditions, and then detects abnormal behavior
if a FBS is detected among all data based on a certain period[2]. Figure 2 is the result of
detecting FBS based on real-time incoming data as an implemented FDF.

Figure 2: Machine Learning / Specification Misbehavior Detection result

3 Conclusion

5G SA(Stand Alone) operates on an SBA (Service-Based Architecture) structure, utilizing tech-
nologies like SDN(Software-Defined Networking) and NFV(Network Function Virtualization)
to virtualize and manage network functions for efficient communication. Additionally, it em-
ploys methods such as network slicing to deliver a variety of network services. One effective
approach to optimizing the use of these technologies is deploying network functions tailored to
each slice, ensuring optimal Network Function configuration based on QoS(quality of service)
and application-specific needs for each slice. Currently CU exists in a serving network such
as a DU(Distributed), but when virtualized, it is located in the core network and uses the
SBI(Service-Based Interface) structure. Therefore, if the newly implemented FDF is located in
the core network with the CU and communicates, it is expected that a security structure that
can be organically linked to the SBA can be created after detection of FBS is made later.
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