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Abstract

Given the rise of cyberattacks exploiting encrypted traffic, traditional classification meth-
ods lack the capability to effectively detect such threats. This study introduces a prepro-
cessing technique converting encrypted traffic into RGB images using entropy differences
between encrypted and unencrypted data. This offers a richer representation than grayscale
methods. Using Resnet-9, we achieved a 98.04% accuracy, a roughly 1%p improvement
over prior techniques. Further research will focus on consistency and wider application.
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1 Introduction

In the current landscape of cyberattacks, encrypted traffic is increasingly being used to hide
malicious activities, challenging traditional detection methods [1]. This study aims to address
this by introducing a novel preprocessing technique that transforms packet data into RGB
images, leveraging both packet byte values and entropy information. This approach promises a
richer representation compared to conventional grayscale methods and seeks to enhance malware
detection performance when combined with computer vision models.

2 Proposed Method

Encrypted packets predominantly consist of a header and a payload, distinguished by differences
in entropy. The header, which contains basic packet information, exhibits relatively lower
entropy. In contrast, due to encryption, the payload, encapsulating the main content of the
packet, has higher entropy. This research proposes a novel preprocessing method that leverages
this entropy difference to transform encrypted network traffic into RGB images. This method
is visually represented in Figure 1. The packet image preprocessing method proposed in this
poster is divided into two stages: packet normalization and the generation of RGB images
enriched with entropy information. The Packet Normalization step ensures that packets adopt
a standardized format and that specific packet details don’t skew the classification results. This
process comprises the Ethernet Header Removal,the Mask IP, the UDP Header Padding,and the
Concatenate Header with Payload. The Generation of RGB Images with Entropy Information
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Figure 1: Design of Entropy-based encrypted network traffic preprocessing to image method

stage distinguishes between the header and the payload more clearly and enhances computer
vision models’ ability to glean additional insights from the packet. This step includes the
Calculate Entropy, Assign Entropy Value, the Assign Byte Value, and the Byte Layout to
Hilbert Curve.

3 Experimental Results

In our experiments, we compared the preprocessing methods of [2] and [3], which generate
grayscale images to classify encrypted network traffic, with the preprocessing technique pro-
posed in this study. These were evaluated using the Resnet-9 model, and the results are
presented in Table 1.

Accuracy F1-score
[2] 0.93 0.93
[3] 0.9698 0.9004

This Study 0.9804 0.9655

Table 1: Result of Experiment

4 Conclusion

In this study, we analyzed network traffic at the packet level, achieving an accuracy of 98.04%, an
improvement over existing works. Diverging from traditional grayscale imaging, we visualized
packet and entropy information as RGB images. This approach enhanced our deep learning
model’s capability to distinguish between encrypted and unencrypted traffic. Future works will
aim to further validate this performance and explore its broader application.
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