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Abstract

In quantum computing environments, resource allocation is a pivotal determinant of secu-
rity strength. This research explores the intrinsic tradeoffs within quantum circuits, with
a particular focus on S-box optimization in ASCON. We introduce a methodology to par-
allelize topological gate and applying various Toffoli decompositions and Quantum AND
gate, we illustrate the balance between spatial and temporal resources.
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1 Introduction

The rapid advent of quantum computers poses a serious threat to current cryptographic systems.
Cryptography that rely on the factoring problems can be solved in polynomial time using Shor‘s
algorithm [1]. In addition, time-complexity of arithmetic-based encryption schemes also halved
in the quantum system, from k − bits to k/2 − bits due to Grover algorithm [2]. Quantum
computer systems have different characteristics from classical computers. Therefore, algorithms
must be reconstructed on the quantum system that usually called circuit. And in order to
measure the security level of a cryptographic in quantum environments, it is necessary to
perform a resource analysis on circuit. This allows us to objectively determine the security level
of cryptographic on quantum computing and to show how much security strength it provides
compared to the resources required for a classical implementation. In this study, we implement
the ASCON‘s S-box with various quantum circuit based on the number of qubits, and analyze
how the quantum resource changes as the circuit is reorganized to reduce depth of T .

2 Quantum Circuit of ASCON‘s S-box

ASCON adopts the permutation operation to facilitate diffusion and enhancing cryptographic
security. Dobrau et al. [3] shows the sturcure of ASCON‘s substitution layer, one of ASCON‘s
permutation operations. Therefore, it can be replaced by using quantum gates such as Pauli-
X(NOT), Toffoli(AND), CNOT(XOR). We use ancilla qubit 2-4 for parallelizing the Toffoli
gate within quantum circuits by designing the Toffoli operations to utilize distinct registers.
Additionally, We reduced the number of qubits by placing two topological operations that
share a single register first. Figure 1 shows an example that use 3 ancilla qubits and has toffoli
depth of 3.
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Figure 1: Quantum circuit of ASCON S-box using 3 ancilla qubit with toffoli

3 Resources of quantum circuits for the ASCON S-box
with decomposed Toffoli

We applying Toffoli decompositions and Quantum AND, specifically those produced by Amy,
Matthew, et al. [4]. These three type of decompositions have a T-depth ranging from 2 to
4, which we then utilized in our quantum circuits. By modifying the Toffoli decomposition to
reduce the T-depth, we observed changes in quantum resources. Consequently, through our
research findings Table 1, we can analyze the trade-offs between spatial and temporal resources
in quantum systems as spatial resources vary.

Width 6 7 8 9 10 12
T-depth 186 15 10 6 4 2
Depth 577 54 67 27 26 21
#Gate 1013 99 114 103 89 99
T-DW cost 1116 105 80 54 40 24
DW cost 3046 378 536 243 260 252
#Garbage qubits 0 2 2 4 5 5
Decomposition method T-T3 T-T3 T-T2 T-T3 QA-T2 QA-T1

- T-Tx: Decomposition using Toffoli gate with T-depth x

- QA-Tx: Decomposition using quantum AND gate with T-depth x

Table 1: Resource Analysis in ASCON‘s S-box circuit with various Toffoli Decompositions
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