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Abstract

Traditional cybersecurity models face limitations in understanding and responding to
complex cyber threats. Therefore, this study proposes a model to analyze and respond to
cybersecurity threats from a new perspective by introducing the epidemiological triangle
model. Through this model, we understand the similarity between infectious disease and
cybersecurity threats and study the role of the host (asset) and the environment (security
environment). By offering a holistic view, this model will provide a basis for effectively
understanding and responding to the occurrence and spread of cybersecurity threats.
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1 Introduction

With the recent development of new technologies such as Al and 10T, cyberattacks are on the rise
and the scale of damage is increasing. However, the traditional cybersecurity model focuses on the
technical aspect, which has limitations in fully understanding and responding to the overall
cybersecurity ecosystem. To overcome this, this study presents a new perspective on cybersecurity
threats by introducing the epidemiological triangle model. This study aims to provide a comprehensive
understanding and response to cybersecurity strategies.
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2 Epidemiological Triangle Model

The epidemiological triangle model is one of the most universally recognized epidemiological
models of infectious disease outbreaks. According to this model, infectious diseases are caused by a
combination of agent, host, and environmental factors (Sniezko, 1974). Agent is a factor that can cause
diseases such as viruses, bacteria, and fungi. Host is an individual in which a disease can occur. The
outcome of exposure to an agent depends on the host's susceptibility and immunity. Environmental
factors include physical, social, and cultural factors. Environmental factors can increase the risk of
exposure to infectious agents or increase susceptibility to infection (Seventer & Hochberg, 2017).

3 Applying the Model to Cyber Security Threats

The epidemiological triangle model can be applied to the cybersecurity model as follows. First,
security threats, including malware, can be treated as pathogens because they gain access to the host
and cause damage. To prevent the spread of malware, real-time detection and remediation of malware
through antivirus, detection systems, etc. is required. Hosts can be assets (systems, networks, data, etc.).
Backdoors, rootkits, software vulnerabilities, etc. can be factors that increase the susceptibility of assets.
We can increase the resistance of the security asset by patching the vulnerability, simulating hacking,
etc. Environmental factors can be responded to with a cybersecurity environment. Environments that
are prone to cyber infectious diseases may include vulnerable system and network configurations, weak
security policies, and lack of security awareness among users. Environmental factors can be improved
by conducting security education, building security infrastructure, and separating networks.

4 Implications

There are many similarities between epidemiology and malware propagation models, and several
papers have attempted to compare them (Modini et al, 2020). However, these studies are mainly limited
to technical aspects and lack a comprehensive perspective. This study attempts to provide a
comprehensive understanding of the various factors that affect the occurrence and spread of
cybersecurity threats through the Epidemiological Triangle Model. However, there are limitations in
that epidemiology and cybersecurity do not correspond perfectly. In future research, it is necessary to
analyze the two models comparatively and refine the scope of this model.

5 Conclusion

The epidemiological triangle model offers a new perspective on cybersecurity threats, providing a
foundation for effectively understanding and responding to the occurrence and spread of cyberattacks.
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