Automated Mapping System for
[dentifying Vulnerable Assets Based on TTP

Bo-Ram Kim, Ye-Eun Kim, and Hwankuk Kim*

SangMyung University, Cheonan-si, South Korea
{yeoun132, yeni0.Oking}@gmail.com, rinyfeel@smu.ac.kr

Abstract

The rapid technological advancement has significantly increased cyber threats, emphasizing
the need to protect assets within organizations[1]. While experts have manual methods to
identify threats, this approach faces challenges such as time constraints and a manpower
shortage compared to rising security threats. Recent research shows a growing interest
in automating cyber threat analysis using standardized identification systems to mitigate
cost-related challenges. Prior studies evaluated vulnerabilities[2, 3] and quantified asset
risk[4, 5] using these systems in asset management research. However, earlier studies ex-
hibit limitations, such as their inability to account for emerging threats and inadequacy in
presenting effective responses to cyber threats. To address these challenges, we propose a
model that utilizes the 'National Vulnerability Database (NVD) in the United States to
identify threats to internal assets using a standardized identification system. This model
incorporates real-time Cyber Threat Intelligence (CTI) to reflect external threats. Figure 1
illustrates the structure of the proposed model, which aims to safeguard the organization’s
assets associated with newly emerging CTI. The model comprises four modules: @ CTI col-
lection and Formalization module, @ CTI-based TTP mapping module, @ Threat factor
identification module, and @ response strategy derivation module. @ The CTI Collection
and Formalization Module gathers emerging CTI and structures relevant vulnerability in-
formation into a formalized format. Various methods are used for CTI collection, and the
formalization process involves extracting meaningful details(CVE ID, CPE, CVSS, TTP,
description, source) and organizing them into a structured format. @ The CTI-Based TTP
Mapping Module links CTT to *MITRE ATT&CK’s TTP, categorizing attack techniques
tied to specific vulnerabilities into a unified matrix. This aids in providing helpful response
strategies. TTP mapping can be done using rules or machine learning (ML) in our model,
3utilizing data from NVD (CVE — CWE), STIX-CAPEC (CWE — CAPEC), or MITRE
ATT&CK (CAPEC — TTP) at each mapping stage. @ The threat factor identification
module detects threat actors impacting the organization’s internal assets through CPE.
We assume the organization’s internal assets are managed and stored in a database using
the common asset identification system, NVD CPE. The presence of threat actors within
these assets is established by comparing the CPE in CTI with that in the organization’s
asset database. If there’s a match, threat actors are considered to be present within the
organization’s internal assets. @ The response strategy derivation module maps response
strategies corresponding to TTP representing attack techniques. Response strategies based
on TTP and rules are derived using Mitigations provided by MITRE ATT&CK. Conse-
quently, users of this model can comprehensively review vulnerability information (CVE
ID), internal threat actors within the organization (CPE), attack information (TTP), and
response strategies (Mitigation ID) related to CTI. The main goal is to categorize Cyber
Threat Intelligence (CTI) into an attack-based matrix (Technique-ID) using a standard-
ized identification system and derive suitable response strategies. We evaluate the model’s
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Figure 1: Proposed Model for Threat Identification of Assets

efficiency in accurately classifying CTI into Technique-ID using the Confusion Matrix’s
accuracy metric. Comparing the algorithm’s outcomes for 145,421 CVEs with MITRE
ATT&CK data, we found 145,300 matches, achieving an impressive 99.92% accuracy rate.
In this study, we propose that security experts utilizing this model can efficiently manage
assets exposed to cyber threats in real-time. Additionally, they can comprehensively re-
view information from cyber threats to response strategies, thus enhancing overall work
efficiency. In future research, ML-based studies to expand the coverage of TTP (Tactics,
Techniques, and Procedures) mapping within the model proposed in this study will be
included. Moreover, there are plans to conduct research focusing on asset prioritization.
Also, experiments are planned to rigorously evaluate the overall effectiveness of the pro-
posed model.
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