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Abstract

Data has become a valuable asset in the era of the data economy, so data trading enables
data owners and data requesters to sell and purchase data. This requires a data mar-
ketplace that makes it possible to trade data between owners and requesters in a reliable
and efficient manner. In this paper, we propose a blockchain-based secure and fair data
trading framework where data owners and data requesters belonging to different domains
can trade data. We present a data trading system architecture, in which the blockchain
serves as a data trading controller and the cloud acts as an external storage platform. To
design a secure data trading protocol that enables access control to the data by the owner
and source identification by the requester, we make use of cross-domain matchmaking en-
cryption. We also employ a smart contract to encourage the trading parties to act honestly
following the trading rules.
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1 Introduction

The development of the Internet-of-Things (IoT) infrastructure and devices has led to the
generation and collection of IoT data at an explosive rate, and these data have become valuable
assets in the era of the data economy. Such trend demands a data marketplace that makes it
possible to trade the data between owners and requesters in a reliable and efficient manner.
Fair data trading requires that a data buyer can obtain the requested data if it pays the
corresponding price and a data seller can receive the payment if it sends the data to the data
buyer [1]. Unfortunately, there is a mistrust problem in untact data trading between the seller
and the buyer. The seller would not provide the data until receiving the payment from the
buyer, and the buyer is unwilling to pay first until the seller provides the data.

Blockchain is a distributed ledger with immutable on-chain storage and verifiable state
updates [2][3], which can act as a transparent and reliable controller of data trading. Some
existing work adopts an on-chain data trading model [4][5][6], where the data is stored and
shared via the blockchain. This model can find some practical applications if the data is small.
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However, it is ineffective to manage the data in the on-chain data trading model due to the
ever-increasing volume of the IoT data. One solution is for data owners to store and trade
their IoT data on a powerful off-chain storage platform such as the cloud [7]. Therefore, a
novel paradigm of blockchain and cloud fusion has been widely considered as a promising data
trading platform.

IoT is made up of technologies in various domains and application areas, and interested
organizations or developers in these domains would want to participate in establishing the IoT
data marketplace. For example, cloud providers, technology companies, research institutes,
and application developers can form a consortium to manage a blockchain-based data trading
platform. Then, the members in these organizations can share and trade their data on the
platform. In this system model, it is essential to ensure accountability for fair trading by
detecting and penalizing dishonest parties. In addition, it is also required to achieve access
control and source identification for the data managed by the external cloud. Data owners may
want to specify who can access their data entrusted to the external cloud as a policy. Data
requesters may want to specify an attribute for certain data owners from whom they want to
purchase data.

In a blockchain-cloud fusion data trading system, the blockchain can be used to keep track
of the actions taken by both the seller and the buyer while the cloud can offer a way to store
and access the huge volume of IoT data. In addition, with the smart contract technique, the
participants can negotiate a trustworthy data trading agreement that enforces consent-based
access control over the IoT data and records data trading instances as provenance evidence. In
[8], the authors proposed a blockchain-based secure data trading system, which enables access
control by the seller and source identification by the buyer. However, their system model is
not suitable for dealing with secure data trading between users of different organizations. They
need another trusted third party to handle secure data trading when the seller and the buyer
belong to different organizations.

Therefore, in this paper, we propose a secure data trading framework based on blockchain
that enables access control and source identification between data owners and data requesters in
multiple domains. To achieve our design goals, we consider the use of the cross-domain identity-
based matchmaking encryption (cd-IBME) scheme [9]. The rest of this paper is organized as
follows: Section 2 introduces related work on blockchain-based data trading systems. Section
3 presents the proposed system architecture and data trading protocols. Finally, Section 4
concludes this paper.

2 Related Work

With the emergence of blockchain technology, accompanied with cryptocurrecies and smart
contracts, it is regarded that fair data trading can be achieved on the blockchain. Research
on blockchain-based data trading models has received a great deal of attention, and several
system models have been introduced. The existing data trading system models can be roughly
classified into on-chain model and on/off-chain model. The data is directly shared or traded via
the blockchain in an on-chain model [6][4] while an off-chain storage service (Cloud) is employed
to host a huge volume of data in an on/off-chain model [10][8][7]. The data is usually encrypted
before being outsourced to the blockchain or the cloud storage. For secure sharing/trading of
the data, the data owner can specify access policy and manage the decryption rights to the
data.

With regard to fair data trading, Li et al. introduced a decentralized fair data trading system
based on blockchain to guarantee fair data transactions with authentication [11]. Dixit et al.
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proposed a decentralized platform of a digital data marketplace enabled by blockchain which
hosts IoT data in a reliable and fault-tolerant manner [12]. Chen et al. proposed a blockchain-
based IoT data trading system [13], where the trading behaviors of the seller and the buyer are
recorded on the blockchain to facilitate on-chain and off-chain arbitration. However, Chen et
al. do not address secure data trading with access control for data confidentiality.

For secure data trading, Alsharif et al. proposed a blockchain-based medical data market-
place model [14], in which sellers can enforce access control policies on the encrypted records
by using the attribute-based encryption scheme [15]. In [33], Li et al. proposed a blockchain-
based secure data trading platform by using the plaintext checkable encryption scheme [16].
However, these systems only focused on the access control of the seller for data confidentiality
and burdened the on-chain procedures with complex cryptographic operations.

3 Proposed System

3.1 System Architecture

We consider the data marketplace architecture as shown in Figure 1 which consists of Super-
vising Authority, Data Owner, Data Requester, Blockchain Layer, and Cloud Layer.

Figure 1: Overview of the proposed data trading system architecture.

• Supervising Authority (SA) consists of a set of domain authorities which cooperate to
manage the data marketplace. For instance, a collection of organizations that want to
participate in the data marketplace may form a consortium and collaborate in operating
the data trading platform based on the blockchain. SA is responsible for setting up the
public system parameters, and each domain authority acts as a key generator that issues
encryption/decryption keys for owners/requesters belonging to it. In addition, if a dispute
occurs, SA is involved in dispute resolution.

• Data Owner (O) offers his/her data through the data marketplace. To allow only a
valid data requester authorized by the owner to access the data, O sets the requester
policy which specifies the allowed type of requester. O needs to obtain the identity-based
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encryption key for cd-IBME from the domain authority to which O belongs. Then, O
encrypts the data by using the cd-IBME scheme under the access policy.

• Data Requester (R) initiates the data purchase when R finds the interesting data provided
by the desirable data owner O who satisfies the owner policy required by R. To access the
data of O, R is issued the decryption key under its identity from the domain authority to
which R belongs. R can obtain the data if and only if the encrypted data is associated
with the identity of R which corresponds to the requester policy of O.

• Blockchain Layer provides a decentralized trusted platform which enforces data trading
rules, coordinates the data trading state, and deals with payment. Blockchain is a consor-
tium ledger which records data trading state between the owner and the requester. Smart
contract on the blockchain implements the business logic of data trading and specifies
the terms and actions to allow involved parties to execute certain aspects of data trading
transactions.

• Cloud acts as an efficient storage unit to host a huge volume of data in trading. The cloud
is an external storage, so data owners outsource their data in the form of an encrypted
package for data confidentiality.

Table 1 describes the notations used in the proposed system. For the detailed algorithm
descriptions of the cd-IBME, we can refer to [9].

Table 1: Notations and descriptions.
notation description

SA supervising authorities, SA = {SA1, SA2, ..., SAn}
SAO, SAR ∈ SA owner-authority and requester-authority
mpkO, mpkR master public keys of SAO and SAR for cd-IBME
H(x) cryptographic hash for the input message x
F data file of the owner for marketing
SC smart contract for the data trading
idO, idR identities for the owner and the requester
ekO owner’s encryption key for cd-IBME under idO
dkR requester’s decryption key for cd-IBME under idR
cd-ibme.Enc(M , mpkO, mpkR, ekO, idR) encryption of the message M under ekO and idR
cd-ibme.Dec(C, mpkO, dkR, idO) decryption of the cyphertext C under dkR and idO
EncK(X) symmetric encryption of the input X under the key K
DecK(Y ) symmetric decryption of the input Y under the key K

3.2 Setup

The consortium of supervising authorities SA establishes an efficient blockchain as a trans-
parent and reliable controller for data trading. Supervising authorities agree on public system
parameters, and each SAi ∈ SA generates its master secret key and public key pair (mski,
mpki) for supporting cd-IBME. At this phase, we assume that the public parameters are pub-
lished to the system and the smart contract to control the data trading is deployed on the
blockchain.
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3.3 Data Trading

Suppose that the owner O wants to sell a data F and the requester R wants to purchase the
data through the data trading system. Assuming that O and R are respectively under the
authorization of SAO and SAR, they perform the data trading protocol as follows.

1. To announce data selling, O submits the advertisement transaction adv := [descF , rcv, priceF ]
to the system, where descF is the description about the data F , rcv is the access policy
that the requester must satisfy, and priceF is the price for F . If R finds an interesting
data description, R submits the request transaction req := [indadv, snd], where indadv is
the index of the referenced advertisement and snd is the policy specifying the attributes
required to the owner.

2. When O finds the request for its advertised data, O chooses a random secret data key
K to encrypt the data file as Y ← EncK(F ) and outsources Y to the cloud storage. O
computes ∆F = H(F ), ∆Y = H(Y ), ∆K = H(K), then invokes SC to register the proof
of the data by submitting the transaction reg := [indreq, uri,∆F ,∆Y ,∆K , depO], where
uri is the link for downloading the encrypted data from the cloud storage and depO is a
guarantee deposit that will be confiscated if O acts dishonestly during the data trading.

3. R can download the encrypted data Y from the cloud storage linked by the uri, however,

cannot recover the original data F yet. R computes ∆′
Y = H(Y ) and, if ∆′

Y
?
= ∆Y holds,

submits the order transaction ord := [indreg, payR, expord], where payB is the payment
for the data and expord is the expiration time. After this order, if the data key K is not
offered by O within expord then this trading will be canceled by SC and payR be returned
back to R.

4. Upon receiving the order, O provides the data key K in a secure manner by using the
cd-IBME scheme. To do that, O is required to obtain the encryption key ekO under
the idO = snd from the owner-authority SAO, then encrypts the data key as C ←
cd-ibme.Enc(K, mpkO, mpkR, ekO, rcv). O offers C to R through the blockchain by
submitting the transaction offer := [indord, C].

5. To get the secret key offered by O, R requests the decryption dkR under idR = rcv from
the requester-authority SAR, then retrieves the key as K ′ ← cd-ibme.Dec(C, mpkO, dkR,

snd). If H(K ′)
?
= ∆K holds, R decrypts the Y to recover the data as F ′ ← DecK′(Y ).

R verifies the authenticity of F ′ by computing ∆F ′ = H(F ′) and checking if ∆F ′
?
= ∆F

is valid. If so, R invokes the confirmation procedure. Then, SC transfers payR to O’s
account and returns depO to O. The data trading between O and R is normally completed.

Note that the policies (rcv and snd) required to the requester and the owner are associated
with the encryption and decryption of the data key K. Hence, the data encrypted by the owner
of idO = snd can only be decrypted by the requester of idR = rcv.

3.4 Dispute Resolution

When the owner and the requester honestly behave, following the data trading protocol, they
can respectively get the payment and the data. However, one party may repudiate its trading
behavior. R would be at a disadvantage because R first pays the price prior to O’s offer of the
data. Hence, a dispute resolution to such a problematic situation is needed.
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At the confirmation phase of the above data trading, if R finds that the authenticity of the
data F ′ is violated, i.e., ∆F ′ ̸= ∆F , R claims resolution for this problematic situation. SA
forms a committee to examine the correctness of the traded data and the proofs recorded on
the blockchain. When SA judges that O behaved dishonestly by giving wrong data, SC refunds
the pre-paid payR to R and confiscates depO as a penalty for the fraudulent behavior of O.

4 Conclusion

With the emergence of blockchain technology, research on blockchain-based data trading models
has received a great deal of attention. Therefore, in this paper, we proposed a secure data
trading framework based on a blockchain-cloud fusion model, which enables access control
and source identification between data owners and data requesters in multiple domains. We
utilized cd-IBME to guarantee the security of the traded data and smart contract to achieve fair
data trading. The elaborate design and evaluation of the data trading and dispute resolution
protocols remain as future work.
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