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Abstract

As the use of drone swarms becomes more widespread, there is a growing need for secure
drone operations. Recently, the Federal Aviation Administration has introduced remote
ID regulations to monitor aircraft and ensure the safe operation of aviation systems. How-
ever, the current regulations do not adequately protect drone privacy, as they reveal the
drone’s location and identifier in the remote ID message. To preserve the drone’s privacy,
a few anonymous drone identification and authentication protocols have been suggested.
However, these protocols require high computational resources, making them less suitable
for the drone environment, and they do not account for drone swarm scenarios. Therefore,
we propose a lightweight drone swarm anonymous identification protocol. Furthermore,
we introduce an identification scenario that takes into account changes in the drone’s flight
path. Each drone generates pseudonyms utilizing Physical Unclonable Functions (PUFs)
and Henon maps. As a result, the proposed protocol offers low computational demands
for drones while providing anonymity and ensuring security against drone impersonation
attacks based on the characteristics of PUFs.
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1 Introduction

Recently, as drone technology and communication technology have developed, the utilization
of drones, which are also known as Unmanned Aircraft Systems (UAS), is increasing. Drones
can collect necessary sensor data, reconnoiter surroundings, and serve as cargo ships, so they
are used in various fields such as agriculture[1], urban monitoring[2, 3], and national defense[4].
With the advent of aerial mobility, the issues arising from objects moving in the airspace have
expanded beyond just those on the ground. The lack of clear policies monitoring aerial objects
has created issues where drones can fly into unauthorized areas or breach critical national
facilities[5]. Therefore, it is crucial to enhance drone flight monitoring and identification.

The U.S. Federal Aviation Administration (FAA) proposed Remote ID regulation to improve
airspace safety and operate drone networks efficiently[6]. Remote ID (Remote Identification)
serves as the digital license plate for drones, allowing each drone to broadcast its identity
and location information during flight. Drones should transmit their identity and location
information to Zone Service Providers or air traffic control towers for every specified short term
during flight, in accordance with the regulation.
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However, the Remote ID regulation does not include additional provisions for data security
transmitted by drones. As a result, drone flight information is not securely protected, and
malicious users can intercept and potentially deduce a specific drone’s current location and
flight path. In such cases, the privacy of the drone is not adequately safeguarded, and critical
national flight objects like military drones may become vulnerable to physical attacks.

Research addressing the potential privacy exposure issues arising from remote ID regulation
for drones has been ongoing[7, 8]. However, existing studies often demand significant com-
putational resources for location protection or pseudonym generation. Drones typically have
limited memory, relatively low computing power, and the need for battery efficiency, necessitat-
ing lightweight schemes. Additionally, as drone roles expand, there is a growing need for drone
swarms, where multiple drones operate in groups to perform tasks efficiently. While previous
work[9] proposed lightweight drone authentication methods using PUFs, they did not consider
drone swarm identification.

Drones need to obtain permission in advance to visit certain areas for secure and efficient
drone monitoring. At this time, drone swarms should share their identification information with
the zone service provider of the areas they plan to visit in advance for identification. However,
drone swarms may encounter situations where they need to change their flight paths abruptly
due to factors such as weather changes or accidents. Therefore, there is a need for a mechanism
to identify the drone swarm when a drone swarm operates differently from the pre-planned
flight path.

To address the issues, we propose a lightweight drone swarm anonymous authentication
model considering a dynamic flight plan. We leverage Physical Unclonable Functions (PUFs)[10]
and a Henon map[11] known as one of the chaotic systems to enable each drone to generate
one-time pseudonymous identifiers. The PUF has the characteristic of generating responses
based on specific inputs, which is called a challenge. And each PUF has a unique response
even if the designed circuit is the same. Thus, PUF Challenge and Response pairs can be used
for identification. When generating new identification information using the Henon map[11],
drones who is aware of shared parameters of henon map among the drone swarm and valid
PUF Challenge and Response Pairs (CRPs) can create valid pseudonymous identifiers. When
the flight path of the drone swarm changes, the drones generate new PUF CRPs and transmit
them through the TA to the new ZSP they are planning to visit. The proposed drone swarm
identification protocol offers anonymity for drones with minimal computational overhead, effec-
tively concealing their flight paths from external observers. Additionally, it enhances security
against drone spoofing attacks and physical tampering through the use of PUF.

2 Related Works

2.1 FAA remote identification regulation

The FAA (Federal Aviation Administration) in the United States announced the final regula-
tions for remote identification in April 2021 in order to ensure safe airspace management and
prevent indiscriminate flights by unauthorized drones[6]. Starting from September 2023, all
drones in the United States are required to be registered with government agencies, and drone
pilots must adhere to the regulations for standard remote ID drones and remote ID broadcast
modules. According to the regulations, the main elements of the message that drones should
broadcast at specific short intervals during flight are as follows:

• Drone’s identification
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• The control station’s latitude and longitude

• An indication of the control station’s barometric pressure altitude

• The drone’s latitude and longitude

• An indication of the drone’s barometric pressure altitude

• a time mark

• An indication of the emergency status of the drone.

The remote ID message sent by the drone to the Zone Service Provider (ZSP) contains the
drone’s location information and identity details. Third parties can obtain and read the remote
ID message transmitted by a drone. Consequently, there is a concern that when someone
unrelated to the drone collects and analyzes the remote ID message, it may reveal the drone’s
flight path. The existing FAA remote ID regulations do not provide specific privacy protection
measures for drones. Therefore, strategies to protect the privacy of drones are necessary to
ensure secure remote ID operations.

2.2 Anonymous drone identification and authentication

Tedeschi et al.[7] proposed the ARID (Anonymous Remote IDentification solution) protocol for
providing anonymity to drones. In this protocol, drones periodically send remote identification
information to the Critical Infrastructure (CI) operator, encrypted with a one-time secret key
generated for each transmission. This information includes identity identifiers encrypted with
the CI operator’s public key. As a result, attackers cannot match multiple remote identification
messages to a single drone, and the actual identity of the drone remains unknown.

Brighente et al.[8] introduced a method for encrypting drone location information through
differential privacy techniques, enhancing privacy regarding the drone’s location. Furthermore,
in case an unauthorized drone intrudes into a specific area, the CI operator can request the
Trusted Third Party (TTP) to reveal the malicious drone’s location.

However, [7] and [8] did not consider the characteristics of drone hardware, such as low
computational capabilities and limited memory capacity. Drones need a more lightweight
anonymous identification protocol because they should transmit their remote identification
information to the CI operator every few seconds.

Considering the hardware limitations of drones, pu et al.[9] proposed a lightweight drone
pseudonym generation and authentication approach. Drones generate temporal pseudonyms
using Physical Unclonable Functions (PUF) and chaotic systems, and they perform mutual
authentication and key agreement with the Zone Service Provider (ZSP). The proposed protocol
used PUF (Physically Unclonable Function) technology to counter physical attacks. However, it
has been observed that adversaries may still infer PUF Challenge-Response Pairs (CRPs) from
the stored identification information on drones. Chuang et al.[12] introduced a lightweight drone
identity authentication method for multi-domain environments. The author proposed mutual
authentication between multiple drones and multiple ground stations. The proposed model also
used PUF and reusable fuzzy extractor for key agreement. However, the proposed scheme is
primarily tailored to drone authentication and key establishment, making it less suitable for
remote ID regulation.
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Figure 1: Proposed Scenario

3 Overall model

3.1 Scenario

In the proposed model, Trusted Authority (TA) organizes drones into groups to carry out tasks
such as city monitoring, item deliveries, and sensor data collection. TA shares the zones to be
visited and the flight routes required for performing these tasks with each drone swarm. The
drone swarms should adhere to predefined flight schedules, and unauthorized areas should be
restricted from flight.

Furthermore, the Zone Service Providers (ZSPs) receive information about which drone
swarms are scheduled to visit their areas and when, as provided by TA. ZSPs detect unmanned
aircraft entering their managed regions and verify the identities of these entities to check if
their flights have been preauthorized. ZSPs confirm if the drone is a member of the designated
drone swarm and validate the drone’s identifier. If an unauthorized drone is found flying, ZSPs
report it to TA and air traffic control authorities.

During drone swarm flights, if unexpected issues like bad weather conditions, accidents, or
low battery levels to the original flight plan, the drone swarm informs the ZSP and TA that
the flight path has been altered. TA, in turn, updates the relevant ZSPs with the modified
drone swarm flight information and sends the necessary identification details for the new areas
requiring flight authorization to the ZSPs. Figure 1 shows the overall drone scenario of the
proposed model.

3.2 Entities

The proposed model has three main entities: a drone swarm, zone service providers, and a
trusted authority. ZSP and TA are assumed to be trustworthy and have sufficient computational
capabilities. Additionally, participants are capable of communication through LTE modules.
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3.2.1 Drone swarm

Drones operate in swarms to enhance operational efficiency. In a drone swarm, multiple drones
fly together, following predefined paths. If there are unexpected circumstances that require a
change in the flight path, the leader drone within the swarm is responsible for communicating
this change to both the Trusted Authority (TA) and the Zone Service Provider (ZSP). Each
drone in the swarm adheres to the remote identification regulations and transmits a remote
identification message to the ZSP located at waypoints along the flight path at regular inter-
vals. Each drone is equipped with challenge-response Physical Unclonable Functions (PUF) for
anonymous identification. Also, drones are equipped with communication modules for drone-
to-drone, drone-to-ZSP, and drone-to-TA communication.

3.2.2 Zone Service Provider (ZSP)

Each Zone Service Provider (ZSP) is located in a specific region and monitors approaching flying
objects in their vicinity. To prevent unauthorized drone flights, they identify the identities of
drones approaching their jurisdiction. Each ZSP receives information about drones scheduled
to fly in their area in advance from the Traffic Authority (TA). The ZSPs possess the actual
identifiers and Challenge-Response Pairs (CRPs) for drones that are planning to visit their
region. However, they do not have knowledge of the actual identities of drones that are not
scheduled to visit their region.

3.2.3 Trusted Authority (TA)

Trusted Authority (TA) is the entity responsible for managing drones, scheduling their flight
paths, and monitoring their operations. It assigns a unique identifier to each drone, ensuring
that it complies with the requirements of the remote ID regulations. As TA is a government
sector, it always behaves honestly.

3.3 Adversarial model

In the proposed model, malicious drones have the potential to behave as if they are members of
an authorized drone swarm in order to access restricted areas. They may attempt impersonation
attacks with other drones to bypass the identification process with the ZSP. Attackers with
physical access can attempt to seize a drone to obtain the identification-related information it
holds. Additionally, attackers may be interested in collecting personal information such as the
flight paths and locations of drones in flight. To achieve this, attackers could eavesdrop on and
intercept the identification information that each drone is transmitting to the ZSP.

4 Anonymous drone swarm identification protocol

The proposed anonymous drone swarm identification Protocol can be categorized as follows:
Drone Registration, Drone Swarm Flight Path Setup, Broadcast of Remote ID Messages, Drone
Swarm Identification, and Modification of Drone Swarm Flight Paths. We assume that TA and
ZSPs have pre-generated private-public key pairs, and the public key information of TA and
ZSPs is publicly available to all participants. Table 1 shows the main notations used in the
protocol.
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Table 1: Notations
Symbol Description
Dronei The i-th drone within the drone swarm

Di The real identifier of the i-th drone within the drone swarm
N The size of the drone swarm
J The number of flight zones which a drone swarm will visit

ZSPj The ZSP of the j flying zone (j = 0, 1, 2, ..., J − 1)
Zj The identifier of the ZSPj

PDt
i The pseudonymous identifier of the Dronei at time slot t

(Cj
i , R

j
i ) The PUF CRP of the Dronei for j flying zone

H(·) Cryptographic hash function
(a, b) Parameters of Henon map

(ske, pke) A private key and public key pair of node e

P (·) A function of PUF (Rj
i = P (Cj

i ))
TS A timestamp

4.1 Drone registration

In the drone registration phase, a drone, which is willing to join the proposed model. registers
with the Trusted Authority. The drone should generate a Remote ID identifier following the
Remote ID regulation.

• A new drone Dronei registers its Remote ID identifier with the Trusted Authority (TA).
To do this, Dronei generates a private-public key pair (skDronei , pkDronei) using a crypto-
graphic key generation algorithm, assuming the use of a post-quantum secure encryption
algorithm. Dronei then sends the generated public key pkDronei to the TA.

• The TA verifies whether Dronei has been registered previously, and it signs the pkDronei

with its private key skTAi
, creating a certificate for the pkDronei . TA generates a random

number r and registers the drone’s identifier Di = H(pkDronei , r) along with the public
key information and sends the generated certificate and Di to Dronei through a secure
channel.

4.2 Drone swarm flight path setup

In the drone swarm flight path setup phase, the TA assembles the drone swarm with the nec-
essary drones for task execution. It schedules a flight path for the task and shares it with the
drone swarm and the relevant Zone Service Providers (ZSPs). For anonymous drone identifica-
tion, the TA obtains PUF CRP values from each drone swarm member and transmits them to
the ZSPs in the areas where the flights are scheduled.

• The TA groups dronei(i = 0, 1, 2, ...N − 1) into a single drone swarm. TA generates the
parameters a and b for the pseudonymous Identifier creation and shares them with the
members of the drone swarm. These parameters are known only to TA, the drone swarm
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members, and the entities involved in identification. The a and b are used for drones to
confirm that they are members of the drone swarm.

• The TA schedules the path FP for the drone swarm’s flight based on the order in which
the flying zones are traversed. For example, if the drone swarm is flying through Zone1,
Zone2, and then Zone3 in that sequence, the path FP would be represented as FP =
{Zone1, Zone2, Zone3}. The TA shares the FP to each drone swarm member Dronei(i =
0, 1, 2, .., N − 1).

• The TA generates a set of PUF challenge values, Cj
i , for each drone, corresponding to the

number of flying zones that the drone swarm needs to pass through, and provides these
challenges to each drone. If FP = {Zone1, Zone2, Zone3}, each dronei, calculates PUF
response values, Rj

i = P (Cj
i ), where j is 1,2, and 3. Each dronei sends them to the TA

and deletes Rj
i .

• The TA shares {(a, b), (D0, C
j
0 , R

j
0), (D1, C

j
1 , R

j
1), ..., (DN−1, C

j
N−1, R

j
N−1)} to each ZSPj

through a secure channel. It also sends flight information to the Zone Service Providers
(ZSPs), including details such as a visit date, flight time, and the purpose of the flight.

4.3 Broadcast of remote ID messages

Drone swarm members broadcast a remote ID message to the ZSP at the transit point every
time slot t. At this time, each drone creates a one-time pseudonym identifier using its PUF CRP
and a Henon map[11]. The Henon map is one of the chaotic systems that generate deterministic
random numbers based on parameter values and initial conditions. Without knowledge of the
parameters and initial conditions, it is impossible to regenerate a number sequence of the chaotic
system. In the proposed model, the drones within a drone swarm use a shared secret value as
the parameter for the Henon map, and each drone’s PUF CRP serves as the initial condition.

• When the drone swarm is flying toward a Zonej, each dronei calculates its initial
pseudonym identifier PD0

i as below.

Rj
i = P (Cj

i ) (1)

PD0
i = H(Di, R

j
i , Zj , TS) (2)

Each dronei uses the generated PD0
i as its drone identifier within the Remote ID message

and sends this message to the ZSPj during the first broadcast when flying towards Zonej.

• In the subsequent timeslot, each dronei updates its new pseudonymous identifier and uses
it when sending the Remote ID message using a henon map and shared group parameters
as follows:

xt
i =

{
1− a(Cj

i )
2 +Rj

i , if t = 1,

1− a(xt−1
i )2 + yt−1

i , if t > 1.
(3)

yti =

{
bCj

i , if t = 1,

xt−1
i , if t > 1

(4)

PDt
i = H(Di, R

j
i ⊕ yti , Zj , TS) (5)

A leader drone of the drone swarm collects each dronei’s remote id message, which has a
drone identifier as PDt

i , and broadcasts to ZSPj for every timeslot t.
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4.4 Drone Swarm Identification

A ZSP verifies whether the identifier in the remote ID messages sent by the drone swam is valid
and that the drone is authorized to fly.

• As a ZSPj knows the drone swarm’s group parameter a, b and PUF CRP of each drone,

it can calculate each PDt′

i using the same formula as in section 4.3.

• if PDt′

i = PDt
i , the ZSPj considers the dronei to be valid. If the drone’s pseudonymous

identifier is found to be invalid, ZSPj reports the intrusion of an unauthorized drone to
TA and the air traffic control authorities.

4.5 Modification of Drone Swarm Flight Paths

In this phase, when the drone swarm needs to deviate from the originally planned flight due
to unexpected events, it shares the information required for anonymous identification with the
ZSP of the new zone it intends to visit through TA.

• If the drone swarm, during its flight, encounters a situation where it cannot carry out
the pre-scheduled flight due to special reasons and needs to go to another Zonek without
prior authorization, the leader drone dronel first informs the ZSP and TA of the change
in the flight path from the originally planned zone. At that time, the report should be
encrypted and include dronel’s signature for data security.

• The TA generates PUF challenge values Ck
i (i = 0, 1, 2, ..., N −1) and sends the encrypted

challenge values to the drone swarm.

• Each dronei computes Rk
i = P (Ck

i ) and encrypts it using TA’s public key. The dronel
collects the encrypted responses Rk

i and transfers them to the TA.

• The TA shares {(a, b), (D0, C
k
0 , R

k
0), (D1, C

k
1 , R

k
1), ..., (DN−1, C

k
N−1, R

k
N−1)} to the ZSPk

through a secure channel.

• The ZSPk stores the group parameters and a set of PUF CRP. And it updates the list
of drones with flight permits.

5 Security Analysis

This section provides a security analysis from the perspective of secure drone swarm identifica-
tion and anonymity.

5.1 Resistance against drone impersonation attack

Malicious drones may attempt to enter unauthorized zones without detection by impersonating
members of a specific drone swarm or by attempting to use the identity information of other
drones. However, these malicious drones do not have knowledge of the parameters of the
Henon map shared among the drone swarm members, and due to the properties of the PUF,
they cannot generate responses corresponding to the challenges. Therefore, malicious drones
would be unable to create valid pseudonymous identifiers. As a result, during the process of
ZSP identifying the drone swarm through Remote ID messages, the unauthorized drone would
be detected.
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Furthermore, if a malicious drone attempted to steal the values necessary for identification
from other drones through physical attacks, they could potentially discover the Henon map
parameters shared by the drone swarm. However, due to the inherent complexity and unpre-
dictability of PUFs, they would still be unable to derive the correct PUF CRPs. Therefore, the
proposed model is secure against drone impersonation attacks.

5.2 Resistance against Sybil attack

Malicious drones may attempt to disrupt the aerial monitoring conducted by ZSP and TA by
generating multiple fake IDs, making it appear as if multiple drones are operating together.
To create valid pseudonymous identifiers PD that can pass ZSP’s identification process, these
drones need access to the drone identification information registered with TA. Furthermore,
they would require access to the PUF CPR information registered with ZSP to generate valid
pseudonymous identifiers PD. However, even if malicious drones were to accidentally obtain
the PUF challenge values, they would be unable to generate the corresponding response values.
Additionally, they do not possess the parameter information for the Henon map required for
pseudonymous generation. Therefore, the proposed model is secure against Sybil attacks.

5.3 Preserving drone’s privacy

Curious participants may attempt to collect the Remote ID messages sent by each drone to
deduce the drone’s destination and flight path. However, in the proposed model, drones generate
unique pseudonymous identifiers for each time slot and use them to send Remote ID messages.
Consequently, linking multiple Remote ID messages sent by a single drone becomes challenging,
and other participants cannot ascertain the real identity of the drone. As a result, the proposed
model preserves the privacy of the drone’s flight information.

6 Conclusion and Future Work

In this paper, we proposed a solution to address the issue of exposing drone privacy, which was
not considered in remote ID regulations. Additionally, we introduced a method for identifying
drones when their flight paths are dynamically updated. Members of the drone swarm gener-
ate new pseudonymous identifiers each time they broadcast a remote ID message. To ensure
protection against potential impersonation attacks by malicious drones, we leveraged the PUFs
installed on each drone. Each drone swarm secretly shares the same Henon map parameter to
prove whether a drone is a member of the drone swarm. By implementing a lightweight ap-
proach to pseudonymous drone identification, we reduced the computational burden on drones
by designing a lightweight drone pseudonymous identification. We also ensured that other enti-
ties cannot infer the drone’s flight information from its remote ID message, thereby preventing
indiscriminate exposure of drone flight information. In future research, we plan to explore
the application of blockchain technology to manage drone identification information and share
information securely in this context.
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