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Abstract

As 5G technology becomes more advanced and innovative, various vulnerabilities are be-
ing discovered. Furthermore, as technology develops further, not only in 5G but also in
Beyond 5G (B5G) and 6G, strong security is required, and research is underway to sat-
isfy this. In particular, standardization is underway to reuse the credentials generated
in 5G basic authentication at the application layer, and in order to support strong se-
curity for this standard, forward secrecy (FS) for the key must be satisfied. Therefore,
5G primary authentication protocols supporting F'S have been proposed. Among the pro-
posed protocols, 5GAKA-LCCO has the advantage of protecting against replay attacks
due to timestamp utilization and supporting overhead reduction by reducing the number
of round trips. Therefore, since it was judged to be valuable to closely verify the security
of 56GAKA-LCCO, we performed formal verification. accordingly, we verify through BAN
logic whether the 5GAKA-LCCO protocol truly satisfies the security properties. However,
since BAN logic does not have rules to verify FS properties, we proposed new notations
and rules for FS verification. Based on the enhanced BAN Logic, we verified the pro-
tocol and found that this protocol is not secure. 5GAKA-LCCO still does not support
FS properties, and various vulnerabilities such as Denial of Service (DoS) attacks and
synchronization problems exist.

Keywords: 5G Network, 5G Primary Authentication, Forward Secrecy, BAN Logic

1 Introduction

Fifth-generation mobile communications (5G) connects the digital world and the real world in
various fields based on the characteristics of Enhanced Mobile BroadBand (EMBB), Massive
Machine-Type Communications (MMTC), and Ultra-Reliable and Low-Latency Communica-
tions (URLLC) [1]. In line with the industry and digital transformation paradigm of the 4th
Industrial Revolution era, such as artificial intelligence, big data, and the Internet of Things,
the development of industry through 5G technology has brought about many changes and
innovations [2]. In addition, mobile communication technology is rapidly evolving as global
companies such as Samsung Electronics, Ericsson, Nokia, and Orange are accelerating research
to take the lead in not only 5G technology but also Beyond 5G (B5G) and 6G technology
[3, 4, 5, 6, 7, 8]. However, as technology deepens and innovates, many new security threats and
attacks are emerging, but current security standards have limitations in responding to these
new threats [9, 10, 11, 12, 13, 14, 15].

Accordingly, stronger security is required in next-generation mobile communication tech-
nologies such as B5G and 6G, and much research is being conducted to meet security require-
ments [16, 17, 18]. For example, various vulnerabilities were discovered in the 5G primary au-
thentication method, and as various attack scenarios were announced [19], it became necessary
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to strengthen the security of primary authentication [20, 21]. In addition, in next-generation
communications, that is, B5G/6G, standardization is underway to reuse credentials generated
during primary authentication for applications, so higher security strength support is needed for
primary authentication (e.g., Authentication and Key Management for Applications (AKMA))
[22]. furthermore, in B5G/6G, as standardization is underway to reuse credentials generated
during primary authentication in the application layer, higher security strength support is re-
quired for primary authentication, and Forward Secrecy (FS) support for keys is essential to
support high-security strength. Therefore, various studies have been conducted to support FS
and support higher security strength [23, 24, 20, 21, 25]. In fact, many studies have been
conducted in the direction of recycling Elliptic Curve Integrated Encryption Scheme (ECIES)
shared keys.

[23] achieved strong security strength by reusing the symmetric key exchanged through
ECIES to encrypt the challenge value. [24] attempted to support FS by reusing the symmetric
key exchanged through ECIES when creating the Master Session Key, and [20] attempted to
support F'S by deriving a new key using the long-term key &k and the Home Network’s private key
and use this key to support FS. [21] attempted to support key strengthening using RANDgn
and Tsy. Among them, [21] has an innovative look unlike existing standards, uses timestamps
to respond to replay attacks, and has less computational and communication overheads than
existing standards. Therefore, in this study, we will verify the security of the 56GAKA-LCCO
protocol that supports improved security and discuss its security properties. To verify security,
we verified using the BAN Logic among the formal verification [26]. However, since the BAN
Logic that led the field of formal verification does not have the ability to verify F'S properties, we
added new notations and rules to enable verification in our BAN Logic. We thoroughly verified
the protocol using the rules we proposed and described the vulnerabilities of the protocol as a
result of the verification. The main contributions of this paper are summarized as follows:

e An enhanced BAN Logic was proposed by adding new notations and rules to verify FS
properties.

e A thorough formal verification was performed on the proposed protocol based on enhanced
BAN Logic.

e Vulnerabilities in the protocol were discovered through formal verification, and based on
this, five vulnerabilities were described in detail.

The rest of the paper is organized as follows. Section 2 performs an analysis of the 5GAKA-
LCCO protocol that satisfies FS properties, and Section 3 adds new notations and rules that
can verify whether FS properties are satisfied in BAN Logic, and formal verification of the
protocol is thoroughly performed based on the proposed enhanced BAN Logic. In Section 4, we
perform vulnerability analysis of the protocol through detailed descriptions of vulnerabilities
discovered through formal verification. Finally, Section 5 provides the conclusion.

2 Overview of the 5GAKA-LCCO Protocol

2.1 Notations

Table 1 shows abbreviations and meaning to be used throughout this paper [27].
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Table 1: Abbreviations and Meanings

Abbreviations meaning
UE User Equipment
SN Serving Network
HN Home Network
SUPI SUbscriber Permanent Identifier
SUCI SUbscriber Concealed Identifier
r An ephemeral private key of the UE for Diffie-Hellman exchange
R An ephemeral public key of the UE for Diffie-Hellman exchange
PKyn An ephemeral public key of the HN for Diffie-Hellman exchange
K A long-term key between the UE and the HN
Kavsr, Ksepar An master session key / An anchor key
RAND HN’s challenge message
RANDg N SN’s challenge message
IDgN Unique identifier of SN
Tun, Tsn the current time of the HN, a timestamp generated by the SN
EK An encryption key
ICB An initial counter block
MK A MAC key
MACyEg A MAC of the UE
AMF The authentication management field
AUTN An authentication token of the HN

Kim, Ko, and You

2.2 5GAKA-LCCO Protocol

[21] is a 5G primary authentication protocol proposed to improve the high computational over-
head of 5G-TIPAKA and support improved security such as SUCI replay attack and FS sup-
port. Compared to 5G-AKA, the existing standard 5G authentication protocol, this protocol
has the advantage of low computation and communication overheads because the round trip
is significantly lightweight. Additionally, we responded to linkability attacks by deleting the
Sync_Failure process and added freshness through timestamps. In addition, security for the
master session key was improved because RANDgy and Tsy were reflected when deriving the
session key. Figure 1 is the 5GAKA-LCCO protocol, and the detailed steps are as follows.

1. Unlike 5G-AKA, the authentication process begins by transmitting RANDgy and Tsy
generated from the SN to the UE.

2. The UE that receives RANDgy and Tgpy creates an ephemeral private-public key pair
(r, R) to use in the SUCI setting. After that, using RANDgy and Tsy, Create a key
block containing EK || ICB || MK || Kauvsr. Compute MACy g and configure SUCT using
the generated values. At this time, the UE does not perform verification of the timestamp.

3. The UE transmits SUPI encrypted with FK and SUCI containing UE’s public key R to
the SN.
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Figure 1: 5GAKA-LCCO Protocol
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4. The SN that receives the message from the UE transmits RANDgn, Tsn, and IDgy in
addition to SUCI to the HN.

5. The HN, which receives the message from SN, verifies Tsy. If Tgy verification fails,
it is aborted, and if successful, SUCI is decrypted. Through SUCI decryption, the HN
authenticates the UE. HN generates RAND, a challenge message, and computes MAC
and AUTN. Additionally, Ksgar, the anchor key, is Derived through Kapygp.

6. The HN transmits RANDgy, SUPI, and the generated Ksgar, RAND, and AUTN to
SN.

7. The SN stores Ksgar received from HN and transmits RAND, AUTN, ngKSI, and ABBA
to UE.

8. The UE verifies the AUTN based on the MK. When successful, derive Kggap from the
existing Kapysr, save it, and use it for later setup. In case of failure, the UE aborts.

This protocol uses challenge values and timestamps to generate SUCI and uses them for
authentication to reduce round trips and make it lightweight. Despite these efforts, this
protocol does not fully support FS properties, and various other vulnerabilities exist.
Therefore, we thoroughly analyze the protocol by performing formal verification based on
the proposed BAN Logic.

3 Formal Verification based on enhanced BAN Logic

3.1 Forward Secrecy

As times advance, cyber-attacks are becoming more sophisticated and common. Therefore,
in today’s digital environment, support for perfect forward secrecy in security protocols is
becoming more and more essential [28]. For example, even for the TLS v1.3 protocol, support
for perfect forward secrecy is considered an important design goal [29]. F'S refers to the case
where the past session key is not leaked when the long-term key is leaked, and a protocol that
supports this property is said to have FS [30, 31]. To satisfy FS, ephemeral Diffie-Hellman
(DH) key exchange or Elliptic-curve Diffie-Hellman (ECDH) key exchange encryption methods
are mainly used [30]. Additionally, to support F'S, the private key must not be kept in persistent
storage [32]. In addition to TLS, support for perfect forward secrecy is becoming an essential
element in mobile communications [33], and as various attack scenarios are being announced in
5@, security strengthening has become necessary. Since strong security technology is required
not only in 5G but also in B5G and 6G, FS support is selected as a key aspect. In addition, as the
standardization of reusing credentials generated during primary authentication in applications is
progressing, the importance of F'S support to satisfy this is becoming more and more highlighted.

3.2 BAN Logic

To trust a security protocol, a safety analysis of the protocol is required. Therefore, formal
verification is used to verify the safety of security protocols. Among the formal verification
methods, the method of systematizing and verifying the logical derivation relationships between
propositions is called Modal Logic.

BAN Logic, one of the representative techniques of Modal Logic, was very popular in the
early days and led the field of formalized security analysis because its structure is simple and
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intuitive, and the verification results are highly reliable [26]. However, BAN Logic does not
have the ability to verify whether FS properties are satisfied, so it has the disadvantage of
not being able to completely verify the security properties of recently proposed FS support
protocols. In modern times, as FS support has been emphasized in the latest protocols such
as TLS v1.3, 5G authentication protocol, etc., supporting FS in security protocols is moving
towards becoming essential. Therefore, it is necessary to verify whether the security protocol
satisfies the F'S properties.

Therefore, we have added new notations and rules that can verify that FS properties are
satisfied in order to complement these shortcomings of BAN Logic and accurately analyze the
latest security protocols. Through our proposed enhanced BAN Logic, more security properties
can be verified, and based on the proposed notations and rules, we verified 5GAKA-LCCO, a
5G authentication protocol that supports FS.

3.3 Enhanced BAN Logic

BAN Logic is verified through Idealization, Assumption, Goals, and Derivation processes. In
the Idealization process, only encrypted messages between communication participants are ex-
pressed, and in the Assumption process, preconditions are defined so that they can be applied
to BAN logic. In the Goals process, the security goals required by the protocol are set. The
existing notations and rules used in the above process and the notations and rules we proposed
are shown in Table 2 and Table 3.

We proposed three notations, and the details of the notations we proposed are as follows.

e P ¢ K indicates that the private key K is an ephemeral key and P removes K from itself.

o« P& Q x KEM (K3, K>, -+, K,) indicates that the secret key K is agreed between P
and Q through (K3, Ko, -, K,,)

o T (P & Q) indicates that the secret key K satisfies the Forward Secrecy.

We added the following two Rules to verify whether the protocol’s F'S properties are sup-
ported, and the details are as follows.

e KEM Rule

1. P believes P’s public key ¢g*

2. P believes that Q sent P’s public key ¢*. At this time, Q’s public key ¢ is derived
from P’s Private key X and Q’s public key ¢¥

— If these two beliefs are satisfied, a new belief can be derived:
P believes that the shared secret key between P and Q is derived from P’s Private
key X and Q’s public key ¢ .

The difference between DH rules and KEM rules is that in the case of DH rules, you can only
check that the key has been exchanged, but in the case of KEM rules, you can check through
which key the key was exchanged.

The Forward Secrecy (FS) rule means that all participants deriving the shared secret key
K satisfies the F'S security properties for K. A detailed description of the F'S rule is as follows.

6
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Table 2: Notations of BAN logic

Notation Meaning
Pl=X P believes the message X
P<X P receives the message X
P~ X P previously sent the message X
P=X P has authority over X
#(X) The message X is fresh
(X)k X is combined with a secret K
{X}x X is encrypted with a key K
P& Q K is a secret key shared between P and @)
L p K is the public key of P
P& Q K is a shared secret between P and @
PeK K is a ephemeral private key, and P removes K from itself
P& Q x KEM (K1, K», -+ ,K,) K is a secret key, and agreed between P and @ through Ky, Ko, -+, K,
7r (P & Q) K is a secret key, and satisfies Forward Secrecy

e Forward Secrecy Rule

XY
1. P believes that K (shared secret key P PLANEN Q) is derived from P’s private key X
and Q’s public key ¢*

2. P believes that Q removes the private key Y corresponding to the public key g*
3. P believes that P removes P’s private key X

— If these three beliefs are satisfied, a new weak belief can be derived:
P weak believes that the secret shared key ¢g*¥ between P and Q satisfies Forward
Secrecy.

XY
1. Q believes that K(shared secret key Q PLANEN P) is derived from P’s private key X
and Q’s public key ¢

2. Q believes that P removes the private key X corresponding to the public key g%
3. Q believes that Q removes Q’s private key Y

— If these three beliefs are satisfied, a new weak belief can be derived:
Q weak believes that the secret shared key ¢g*¥ between Q and P satisfies Forward
Secrecy.

e P weak believes that the secret shared key ¢X¥ between P and Q satisfies FS.
e Q weak believes that the secret shared key ¢*¥ between Q and P satisfies FS.

— If these weak beliefs are satisfied, a new belief can be derived:
all participants believe that satisfies the FS for the shared secret key gX¥
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The FS rule is supported only when the FS attribute for the secret shared key created
between P and Q is satisfied on both P and Q, and if only one participant is satisfied, the F'S
attribute is not supported.

3.4 Formal Verification of the 5GAKA-LCCO Protocol using
enhanced BAN Logic

The results verified through BAN logic in this paper are as follows. First, The idealization form
of the Initiation Phase of the protocol is shown below:

SN —s HN: {RANDSN, Tsn, IDsy, s UE,ESUPL, (ESUPL U E "4 HN>MK}

KsN,HN

where ESUPT = {SUPI, X UE,UE e X, UE &4us5, gN UE £ HN}

EK
HN — SN: {RANDSN, UE &s247 o SUPL RAND, AUTN} (12)
KsNn,HN
where AUTN = (AMF, (AMF,RAND,UE "% HN)\, K)
SN — UE: (AMF,RAND,UE <£2U5 gN, UE "&° O N) (I3)
We have set the following 11 security goals.

UE|= HN |= IDsy (G1)
HN |= UE |= IDgn (G2)
HN |= UE |= SUPI (G3)
HN |= UE &49sn, g N (G4)
HN |= UE |= UE &4, N (G5)
UE |= UE <&4vst, gN (G6)
UE|= HN |= UE £4U5 N (G7)
UE |= UE <5245 gN (G8)
SN |= UE 25245 N (G9)
HN® |= (UE Ky, HN) (G10)
UE® |= (UE Loy HN) (G11)

The important point here is that if (G1) and (G2) are not present, the UE can create a SUCI
by receiving the forged IDgy presented by the attacker. Afterwards, the SUCI can be delivered

8
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Table 3: Rules of BAN logic

Rule Formula

Pl=P<5qQ, Pa{xl, Pl=PEQ Pa(X)k

Message Meaning Rule (MM) PEQI~X PEO~ X

PI=F>Q, Pa{X}y
Pl=Q~X

Pl=#X), P=Q|~X
Pl=Q =X

Nonce Verification Rule (NV)

Pl=Q=X, P|=Q|~X
Pl=X

Jurisdiction Rule (JR)

g¥ g%
Pl=Q|~+——>Q, P|l=——P

Diffie-Hellman Rule (DH) XY
Pl=P<—Q

' g
P=Q|~——>Q, P|l=——P
XY
Pl=P s Q

Freshness Rule (FR) PIT;E#T)((X})/)

P4(X,Y) P|=X, Pl=Y
PaX Pl=(X,Y)

Decomposition Rule (DR)

PIEQIEXY) PIEQI~(XY)

Belief Conjunction Rule (BC) PEO=X P=0~ X

Pl=Q|~H(X), PaX
Pl=Q|~X

Hash Rule (HR)

X Y Y
Pl=¥— P, Pl=zQ|~*— Q(xKEM(X,Ig—> Q)
KEM Rule (KEM)

Pl=Q|~X

gXY gY
Pl=P4{— QuxKEM|XF—>Q|, P|I=Q|=QeY, P|=PcX

(&)
Pv |=x| P<—Q

gXY

X
Q|EQ<—>P0<KEM<Y,vg—> P>, Q|=P|=PeX, Q|=QeY
Forwoard Secrecy (F'S) Rule

gXY
QU= <Q(———>P>

gXY gXY
Pv |= 7T<P<_——>Q>, Qv |= W<Q<———>P>

< gXY ) ( gXY >
Pl=rn|P<—Q ), Q=7 Q<P
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to a malicious or normal SN, and the SN can access the HN through this SUCI to perform
session hijacking. Additionally, for this protocol to be safe, the following three conditions must
be satisfied in order.

1. First, HN must know the UE’s SUPI, k and SQN

2. The UE must verify the HN by checking the HN’s MAC.
(MAC = KDF(k,RAND | AMF || SQN))

3. If the MAC is valid, the UE calculates RES* and has it verified by the HN.
(RES* = KDF(CK || IK,IDsn, RAND, RES))

In other words, only when (G1) is guaranteed can the UE calculate and present SUCI. Since

HN can be authenticated only when (G2) is guaranteed, satisfying (G1) and (G2) is a very
important security goal.

We added the following assumptions for verification.

HN|=UE &80, [y (A1)
HN |= #(Tsn) (A2)
HN |=%5 HN (A3)
SN|= SN LS008y (A4)
SN |= #(RANDgn) (A5)
SN|= HN = UFE <5245, gN (A6)
UE|=+5 UE (A7)
UE|= HN |~ HN (A8)
UE<(RANDgsy,Tsn,IDsn) (A9)
UE|=UE & HN (A10)
UE |= #(= UE) (A11)

We also performed verification by adding unjustified assumptions (H1) and (H2). Because
there is a problem with the protocol, it is impossible to verify the protocol without these two
assumptions. Adding assumptions (H1) and (H2) means that the protocol is not secure.

HN |=UE |~ UE (H1)
HN|=UE & HN (H2)

from (I1), we derive

10
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HN < {RANDSN, Tsn, IDsn, s UE, ESUPL (ESUPL UE "4 HN}MK}

Ksn,HN
by (I1) (Dla)
HN|= SN |= (RANDSN, Tsn, IDsy,~ UE,ESUPI, (ESUPL UE "&* HN>MK)
by (Dla), (A1), MM, (A2), FR, NV (D1b)
HN|= SN|=~5 UE by (D1b), BC (D1c)

Here, despite (A3), it is not possible to prove that Kxy = x-y- G is securely derived according
to the Diffie-Hellman Rule through the belief (D1c). That is why HN does not have UE’s belief

on ¥ UE.
To proceed, (H1) is added, which is applied to the Diffie-Hellman Rule along with (A3) to
derive the important belief (D1d).

HN |=UE &% HN by (H1), (A3), DH (D1d)
HN |= SN |= (RANDsy, Tsn, IDsy) by (D1b), BC (Dle)

To generate a key block through the formula (1), in addition to RANDgy,Tsn,IDgsn, and
K xvy, the long-term secret key K between UE and HN must be obtained. Without UE’s SUPI,
HN cannot retrieve K from the secret key set. But, it can recover SUPI only if it possesses
knowledge of FK, and EK is derived from a key block that is generated when K is provided as
input. The catch here is that K can only be acquired with SUPI, creating an apparent paradox.
Even though this analysis cannot advance any more, it proceeds to examine the remainder of
the protocol through the inclusion of (H2).

With (D1d), (Dle), (A4), and (H2), we can intuitively obtain the following beliefs on the
keys, EK, MK, and K 4ygr through the formula (1).

HN |=UE <5 HN (D1f)
HN |= #(UE &5 ON) (D1g)
HN |= UE &49s8, gN (D1h)
HN |=UE & BN (D1i)
HN |= #(UE & HN) (D1j)
HN <ESUPI by (D1b) (D1k)

HN |= SN |= (SUPI, X UB,UE e 2, UE &£2vs% N, UE £5 HN)

11
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by (D1k), (D1f), MM, (Dlg), FR, NV

HN |=UE |=UE <5 HN by (D11), BC
HN |=UE |=UE <25 HN - by (D11), BC
HN|=UE|=UEex by (D1l), BC

HN |=UE|="5UE by (D1l), BC

HN |=UE |=SUPI by (D11), BC

Kim, Ko, and You

(D11)

HN |=UE |= (ESUPI, UE " HN) by (D1b), BC, (D1i), MM, (D1j), FR, NV (D1r)

HN |=UE |=UE"2°HN by (D1r), BC

HN |=UE |=UE &% HN x KEM (X,y) by (D1d)

Here, note that HN cannot achieve the goal (G10) HN ¥ |= & (UE

Kxy,

— HN) due to the

lack of the belief HN believes HN € y. It indicates that this protocol does not satisfy forward

secrecy.

Without (H1), HN is still vulnerable to resource exhaustion attacks because an attacker can
replay an old SUCI to cause a victim to uselessly compute the ECDH key agreement, an ex-
pensive computation. Moreover, (H2) indicates that this protocol should be corrected to allow

HN to first recover SUPI without K.

From (I2), we derive

SN < {RANDSN, UE &5247, gN SUPI, RAND, AUTN}

KsN,HN

SN |= HN |= (RANDSN, UE 5245, o SUPIL, RAND, AUTN)

by (D2a), (A4), MM, (A5), FR, NV
SN |= HN |[=SUPI by (D2b), BC

SN |= UE <5845 gN by (D2b), BC, (A6), JR

From (I3), we derive

UE < <AMF, RAND,UE &avse, gpn yp 4 HN>

UE |=UE &5 HN by (A7), (A8), DH

12

by (I3)

by (12)

(D2a)

(D2b)
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(D2d)

(D3a)

(D3b)
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Note that in the first place UE is informed of the values, RAN Dgn,Tsn,IDgsn, which is
defined as an assumption (A9). Therefore, based on the formula (1), we can intuitively get the

following beliefs on the keys, MK and K ysr with (A9), (A10), (D3b).

MK

UE |=UE & BN (D3c)
MK
UE |= #(UE ™ HN) by (A11) (D3d)
UE |=UE &4%5 IN - by (All) (D3e)
UE |= UE £S48, N by (Al1) (D3f)
Now, with the new beliefs (D3c), and (D3d), we advance (D3a) more.

UE |= HN |= (AMF, RAND,UE &4vsty gN v " HN)

by (D3a), (D3c), MM, (D3d), FR, NV (D3g)
UE |= HN |= UE &5 gN - by (D3g), BC (D3h)
UE |=UE &% HN o« KEM (z,Y) by (D3b) (D3i)

Here, note that UE cannot achieve the goal (G11) UE ™ |=7 (UE JLESA HN) due to the
lack of the belief UE believes HN believes HN € y. It indicates that this protocol does not

satisfy forward secrecy.

e When (G1) is achieved, the UE can calculate and present SUCI, and the HN can be

authenticated only when (G2) is achieved. Additionally, the fact that (G1) and (G2)
are not satisfied means that a session hijacking attack by a malicious SN is achievable.
However, since this protocol cannot derive (G1) and (G2), this protocol is vulnerable to
session hijacking attacks.

Since we cannot achieve (D1d), we added the assumption (H1). However, the assumption
(H1) is an unjustified assumption, and using (H1) means that the protocol is not secure.
Additionally, without (H1), HN is not safe against DoS attacks because an attacker can
replay SUCI.

For HN to find the shared secret key K matching the received SUCI, we added the assump-
tion (H2). However, (H2) is an unjustified assumption, which means that this protocol is
not safe.

Failure to achieve (G10) and (G11) means that FS is not supported. However, this
protocol cannot achieve (G10) because there is no belief: HN believes that HN removed
y, and it cannot achieve (G11) because there is no belief: UE believes that HN believes
that HN removed y. Therefore, it means that F'S is not satisfied.

13
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4

Security Analysis

We verified the 5GAKA-LCCO protocol through enhanced BAN Logic. The verification results
showed that it was not safe, and this chapter describes in detail the possible attacks that oc-
curred through the verification.

14

1. Session hijacking attack by malicious SN

Figure 2, 3 shows a session hijacking attack by a malicious SN on 5GAKA-LCCO and 5G-
AKA. In 5G-AKA, the 5G standard primary authentication protocol, the protocol does
not end in a one-round trip, but the UE transmits the RES value to the SN. The RES
value is used as a challenge, and this value is verified by the SN and HN to authenticate
the UE. After verifying the RES, the HN shares the anchor key Ksgap, so it can respond
to session hijacking attacks by malicious SN. However, 5GAKA-LCCO does not have this
process and cannot respond to session hijacking attacks because it immediately shares the
anchor key. Also, in this protocol, the UE and HN do not trust IDgy. Therefore, when
an attacker sends a message to a UE seeking session hijacking to collude with a malicious
SN, SUCT is returned, and this SUCI is received by the malicious SN. Afterward, the
malicious SN performs authentication by transmitting the received SUCI to the HN, and
thus the SN receives Kgpar from the HN. This attack is a problem that occurs because
there is no process to verify the UE’s challenge value, RES.

UE SN HN

RANDsx , Tsn

SuUCI

RANDg, Tsx, SUCI, IDgx

RANDsx, Kskar, SUPI, RAND, AUTN

§
H RAND, AUTN, ngKkSI, ABBA

9 A »8

E No Process Authentication is Unsuccessful Session hijacking

[ to verify RES* From the SN succeed

H

H

t 5GAKA-1LLCO ¥

Figure 2: Session hijacking attack (5GAKA-LCCO)
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UE SEAF

SUCI or 5G-GUTI

SsucClt

or SUPI, IDsx

HN

RAND,

dUTN, HXRES™

RAND, AUTN, ngKSI, ABBA

RES*

a

UE Authenticated Session hijacking
by SN failed

RES*

Resull, SUPL, Kgzir

5G-AKA

Figure 3: Session hijacking attack (5G-AKA)

2. Denial-of-Service (DoS) attack for HN

Kim, Ko, and You

Figure 4 is a possible DoS attack in 5GAKA-LCCO.This attack can also occur in 5G-
AKA and EAP-AKA’ and occurs because HN does not trust the UE’s public key. In a
situation where no trust is established between the UE and the HN, a resource starvation
attack is allowed in order for the HN to know the UE’s SUPI. This attack is designed to
be allowed in the 5G primary authentication protocol, so it is an attack that does not

require a strict response.

UE SN

HN

RANDsy , Tsx

SUCI

RANDsy, Tsy, SUC, IDsy

DosS attack

RANDsy, Ksgir, SUPI, RAND, AUTN

RAND, AUTN, ngKSI, ABBA

Figure 4: DoS attack for HN
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3. Cannot find long term key K corresponding to SUCI

Figure 5 shows that a problem exists in the protocol itself because K corresponding
to SUCI cannot be found in HN. The key block is created using the long-term key K.
Additionally, the encryption key, FK, is derived from the generated key block, and SUPI
is encrypted with EK. Therefore, HN receives the SUCI value encrypted with EK, but at
this time, HN cannot decrypt SUCI. This is because HN needs to know SUPI to obtain
k matching it, but it cannot find SUPI because SUPI is encrypted with EK. Therefore,
there is a very large error in this protocol which means it cannot proceed any further,
and we verified the rest of the protocol through assumptions.

UE SN HN

RANDsx , Tsx

SuCI

RANDgy, Tsx, SUCI, IDsy

RANDgx, Ksgar, SUPI, RAND, AUTN

RAND, AUTN, ngKSI, ABBA

Figure 5: K not found

4. No support FS for session key

The master session key does not support FS properties, and its description is as in figure
6. To support FS, both (G10) and (G11) must be satisfied. However, this protocol does
not ephemerally use HN’s public key and does not delete HN’s private key on the server
side. Therefore, if HN’s private key and long-term key are leaked, F'S cannot be supported.

. Time synchronization error between SN and HN

Time synchronization problems occur due to the use of timestamps, as shown in figure 7.
This protocol performed authentication using Timestamp. However, when using times-
tamps in a mobile communication environment, many problems can occur because time
synchronization is required. For example, in situations such as roaming, time synchro-
nization is a huge challenge and can cause many problems. Therefore, due to these issues,
the use of timestamps is prohibited in mobile communication environments and is not
suitable for the 5G authentication protocol.
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UE ‘ SN ‘ HN
RANDs , Tsx
sucl
RANDgy, Tsn, SUCL IDsy

FS
Derive K
Master Session Key AUSF

RANDgsy, Ksgar, SUPI, RAND, AUTN

RAND, AUTN, ngKSI, ABBA

Figure 6: No support FS

UE SN HN

RANDsx, TSN

SUCI

RANDsy, TSN, SUCH, IDsx

Time Synchronization
of SN and HN

RANDsy, Ksgar, SUPL, RAND, AUTN

RAND, AUTN, ngKSI, ABBA

Figure 7: Time synchronization error

5 Conclusion

In this paper, we proposed enhanced notations and rules that can verify FS properties in BAN
Logic. Based on the enhanced BAN Logic, we verified that the 5G authentication protocol
5GAKA-LCCO supporting FS is secure. As a result of the verification, we proved that 5GAKA-
LCCO is not secure and that this protocol does not support FS properties. In addition to the
non-support of FS, four vulnerabilities (Session hijacking, DoS attack, Cannot find K, Time
synchronization error) that exist in this protocol are described in detail. In future research, we
will improve the discovered vulnerabilities and propose a lightweight 5G authentication protocol
that supports F'S properties.
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