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Abstract—This study proposes a new compression algorithm
for health data management, which is a derivative of the JPEG
algorithm. The proposed method has shown improvement in
compression ratio compared to the classical JPEG algorithm,
making it a promising solution for the storage and transmission of
medical images in PACS systems. The algorithm has been
designed with data security in mind and it is planned to integrate
it with encryption algorithms in the future. The performance of
the proposed algorithm was evaluated through comprehensive
testing, and its potential real-world applications were discussed.
The results of this study demonstrate the feasibility of the
proposed algorithm and suggest that it has the potential to
revolutionize the field of health data management. This study
provides a roadmap for future work on the proposed algorithm,
including its integration with encryption algorithms, performance
evaluations, real-world implementation, and continuous
improvement
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I. INTRODUCTION

Medical imaging plays a crucial role in healthcare, and the
efficient storage and transmission of these images is critical for
delivering effective patient care. The DICOM standard is widely
used for storing and transmitting medical images, and the JPEG
algorithm is one of the primary methods for compressing these
images in DICOM. However, with the increasing volume of
medical data being generated, there is a growing need for more
efficient data compression algorithms [1, 2].

Data management systems aims to reducing the amount of
storage space required for data, as well as the amount of
bandwidth required for data transmission [3]. Data compression
techniques help to reduce the cost of storage and improve the
speed and efficiency of data transfer. Additionally, data
compression can also enhance the security of data by reducing
the amount of sensitive information that needs to be transmitted,
which minimizes the risk of unauthorized access.

In this article, we present a new compression algorithm for
health data management that improves upon the classical JPEG
algorithm. Our approach is a derivative of a new JPEG algorithm
and is specifically designed to address the challenges of
compressing medical images. By combining the strengths of
both JPEG and our new approach, we are able to achieve a
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significant improvement in the compression ratio compared to
the classical JPEG algorithm [4].

The rest of the article can then go on to describe the method
in more detail, present the results of experiments comparing the
new algorithm to classical JPEG, and discuss the implications of
the results for health data management.

II. DATA MANAGEMENT IN HEALTH SECTOR

Data management encompasses the entire process from data
collection, storage, protection, analysis and sharing. Data
management is important to ensure the accuracy, security and
accessibility of data. Also, data needs to be processed and
analyzed to make it meaningful and useful [5-7]. For this, data
management teams must address issues such as data quality,
data storage, data access, and data security. Data management is
also important to ensure that data is used in accordance with
legal and ethical rules. Today, developments such as big data
and cloud computing show that data management has become
even more important. There are many different ways to manage
data, ensure the accuracy, security and accessibility of data.

Data quality: Data management teams should perform data
quality control to ensure the accuracy and reliability of the data.
These processes include data entry control, data cleaning, data
validation, and data standardization.

Data storage: Data storage management is important for the
secure storage and protection of data. These operations include
data backup, data archiving and data restoration.

Data access: Data access management is important so that
data is easily accessible to those who need it. These processes
include data cataloging, data access control, and data access
monitoring.

Data security: Data security management is important to
ensure data security. These processes include data encryption,
data security policies, data security training.

Legal and Ethical Rules: To ensure that data is used in
accordance with legal and ethical rules, data management teams
must follow data legal obligations and ethical rules.

In order to run a successful data management process, all
these listed steps need to be considered as a whole. Because;



there are several threats that can arise when processing,
transmitting, and storing health data, including [8-10]:

e  Cyber-attacks: Health data is a valuable target for
cybercriminals, who can use various techniques to gain
unauthorized access to the data, such as phishing,
malware, and ransomware.

e Insider threats: Employees or contractors with access
to health data can misuse or steal the data, either
intentionally or unintentionally.

e Social engineering: Criminals can use social
engineering techniques, such as phishing, to trick
individuals into revealing sensitive information or
providing access to systems.

e  Physical threats: Health data can be compromised by
physical threats, such as theft of devices, natural
disasters, or power outages.

e Data breaches: Health data can be compromised as a
result of data breaches, which can occur due to a variety
of factors, such as software vulnerabilities, weak
passwords, or lack of security controls.

e Compliance issues: Organizations may fail to comply
with laws and regulations related to the protection of
personal health information, which can lead to
penalties and reputational damage.

e Privacy concerns: Health data can be used for
unauthorized purposes, such as targeted advertising or
discrimination.

e Interoperability challenges: As health data is shared
between different systems and organizations,
challenges can arise in ensuring that the data is accurate
and accessible to authorized individuals.

e Misuse of data: Health data can be used for
unauthorized purposes, such as research or marketing
activities without the proper consent of the individuals.

It's important to note that these are not the only potential
threats and new ones may emerge as technology and data
sharing practices evolve. For example; there are several sources
that report statistics on the frequency of stolen patient data, but
the numbers can vary depending on the source and the definition
of "stolen" data. According to the Protenus Breach Barometer,
in 2020, there were over 500 breaches of patient data reported,
affecting over 20 million individuals. The healthcare sector
accounted for the second-highest number of breaches of any
industry. The Identity Theft Resource Center reported that
healthcare data breaches accounted for 32.7% of all data
breaches in 2020. Ponemon Institute’s 2020 Cost of a Data
Breach Report states that the average cost of a data breach in the
healthcare industry is $7.13 million. However, it's important to
note that these numbers are just the reported cases and it is quite
possible that many cases go unreported. It's worth noting that
these numbers are not only for stolen patient data but for all kind
of breaches that includes lost laptops, stolen devices, and
employee error [11].

The problem is so serious that the issue of unauthorized
access to personal health information is a concern globally.
Different countries have different laws and regulations in place
to protect personal health information, and the enforcement of
these laws can vary. For example, in the United States, the
Health Insurance Portability and Accountability Act (HIPAA)
[12] sets national standards for protecting personal health
information. The Office for Civil Rights (OCR) within the
Department of Health and Human Services (HHS) is responsible
for enforcing these standards. In the European Union, the
General Data Protection Regulation (GDPR) [13] provides a
comprehensive framework for protecting personal data,
including personal health information. The GDPR applies to all
organizations operating within the EU, as well as organizations
outside of the EU that process personal data about EU citizens.
In Canada, the Personal Information Protection and Electronic
Documents Act (PIPEDA) sets the rules for the collection, use,
and disclosure of personal information in the private sector. In
Australia, the Privacy Act 1988 regulates the handling of
personal information, including health information. The Office
of the Australian Information Commissioner (OAIC) is
responsible for enforcing the Privacy Act. Most countries have
laws and regulations in place to protect personal health
information, but the level of enforcement and the penalties for
non-compliance can vary. Additionally, the issue of
unauthorized access to personal health information is not limited
to any specific region or country, and it is a global concern.

How to improve the management of health data with
artificial intelligence technologies has recently become an
increasingly popular research area [14, 15]. The management of
health data is vital for making health services efficient and
effective. However, due to the size and complexity of health
data, artificial intelligence technologies are gaining more and
more importance in order to process this data and extract
meaningful information. Artificial intelligence can be used as an
important tool to extract meaningful information from health
data [16, 17]. For example, Al algorithms can more accurately
determine disease diagnoses and treatment options from health
data. In addition, artificial intelligence can contribute to the
improvement of personal health services by creating personal
health profiles from health data. However, with the use of
artificial intelligence technologies, the privacy and security of
health data becomes more important. Therefore, when using
artificial intelligence in the management of health data, data
privacy and security issues need to be carefully considered.

A. Electronic Health Record System

An Electronic Health Record (EHR) system is a digital
version of a patient's paper chart that is used to store and manage
patient health information [18]. EHR systems are used by
healthcare providers to manage patient information and improve
the quality, safety, and efficiency of care. Many research
companies regularly publish reports on the EHR market, which
include data on the size and growth of the market, as well as
information on the leading vendors and their market share.
Gartner's "Magic Quadrant for EHR" report, evaluates and
positions the EHR vendors based on their ability to execute and
their completeness of vision. The report assesses the strengths
and challenges of the EHR vendors, and provides a snapshot of
the EHR market. The EHR market is a highly competitive one



with a significant number of players. Gartner's report highlights
the major EHR vendors [19], including Cerner, Epic Systems,
Allscripts, athenahealth, and NextGen, as well as other well-
known vendors such as Meditech, McKesson, and
eClinicalWorks. According to Gartner's report, Cerner and Epic
Systems are considered the leading EHR vendors, with Cerner
being recognized as the leader in the EHR market with the
highest market share, followed by Epic Systems. Other research
firms such as KLAS Research, Black Book Research, and M
Research also regularly publish reports on the EHR market,
providing similar data and analysis on the EHR market and the
leading vendors.

The EHR market size is a constantly evolving and growing.
According to a report by MarketsandMarkets, the global EHR
market size is expected to reach $41.5 billion by 2023 from
$22.9 billion in 2018, at a CAGR of 11.9% during the forecast
period. This is due to the increasing demand for EHR systems in
the healthcare industry, due to the growing need for quality care,
and the need to reduce healthcare costs. The North American
region is expected to dominate the EHR market due to the
presence of a large number of EHR vendors and the increasing
adoption of EHR systems by healthcare providers in the region.
The Asia Pacific region is expected to grow at the highest CAGR
during the forecast period, due to the increasing government
support for the adoption of EHR systems, the growing aging
population, and the increasing prevalence of chronic diseases.
According to a study by the Turkish Ministry of Health, the
number of EHR systems in use by public hospitals in Turkey
increased from 10% in 2010 to around 50% in 2016. The
Turkish government has also been investing in the development
of EHR systems and promoting their use in the healthcare sector
as a way to improve the quality and efficiency of care. In Turkey,
the Ministry of Health has been working on a centralized EHR
system for the whole country. The system will allow for the
sharing of patient data across different hospitals, and it's
expected to improve the quality and safety of care, as well as
reduce the risk of medical errors. Advantages of EHR systems
include [20]:

e Improved patient care: EHR systems can provide
healthcare providers with immediate access to patient
information, including medical history, medications,
and test results, which can improve the quality and
safety of care.

e Increased efficiency: EHR systems can automate many
of the tasks involved in managing patient information,
such as scheduling appointments, ordering tests, and
prescribing medications, which can save time and
reduce errors.

e Better coordination of care: EHR systems can enable
healthcare providers to share patient information with
other providers and organizations, which can improve
the coordination of care and reduce the risk of medical
errors.

e Cost savings: EHR systems can reduce the need for
paper records, which can save money and reduce
administrative burdens.

e Improved population health management: EHR
systems can provide healthcare providers with tools to
identify patterns and trends in patient data, which can
be used to improve the health of populations.

There are also some challenges and drawbacks associated
with EHR systems, such as [21]:

e High costs: Implementing and maintaining EHR
systems can be expensive, and may be a significant
financial burden for healthcare providers.

e Interoperability issues: EHR systems from different
vendors may not be able to share data easily, which can
make it difficult for healthcare providers to access and
use patient information from multiple sources.

e Privacy and security concerns: EHR systems store
sensitive patient information, which can make them a
target for cyberattacks. Ensuring the security and
privacy of patient information is crucial and requires
frequent updates and maintenance.

e User resistance: Some healthcare providers may be
resistant to using EHR systems, which can make it
difficult to fully realize the benefits of the technology.

e Data Quality and accuracy: Data entry errors are
common, and if not corrected may lead to inaccurate
patient information and potential adverse events.

Overall, EHR systems have the potential to greatly improve
the quality, safety, and efficiency of healthcare. However, the
successful implementation and use of EHR systems requires
careful planning, investment, and ongoing maintenance to
ensure that the benefits of the technology are fully realized. The
development of EHR systems has progressed through several
key milestones over the years:

1960s - The first EHR systems were developed in the 1960s,
primarily as a way to automate the storage and retrieval of
patient information. These early systems were primarily used in
large teaching hospitals and research centers.

1980s - The 1980s saw the development of more advanced
EHR systems, which began to include computerized decision
support and clinical guidelines.

1990s - The 1990s saw the widespread adoption of EHR
systems in hospitals and clinics, as well as the development of
standards for the interoperability of EHR systems.

Early 2000s - The early 2000s saw the development of web-
based EHR systems, which allowed for remote access to patient
information and improved collaboration between healthcare
providers.

Mid-2000s - The mid-2000s saw the introduction of
Meaningful Use, a program established by the U.S. government
to encourage the adoption of EHR systems and the use of the
systems to improve patient care.

Late 2000s - The late 2000s saw the introduction of Personal
Health Record (PHR) systems, which allowed patients to access
and manage their own health information.



2010-2020 - The 2010-2020 decade marked the adoption and
implementation of EHR systems across many countries and
organizations. The development of cloud-based EHR systems
and the increased focus on patient engagement also took place
during this period.

2020-current - The current trend is towards more advanced
EHR systems that leverage artificial intelligence, natural
language processing, and machine learning to improve the
efficiency and effectiveness of healthcare. Telemedicine and
virtual care are also growing trends, with EHRs being used to
support these new models of care.

III. SECURITY ISSUES IN EHR SYSTEM

Data security aims to ensure that access to data is made only
by authorized persons, that the use of data is in accordance with
laws and rules, and that data is stored securely. Some basic steps
that can be done to ensure data security are listed below [22, 23].

e Password and authentication: Access to data should
only be done by authorized persons. Therefore,
security measures such as password and authentication
should be used.

e Data encryption: When data is stored encrypted, it is
easier to prevent unauthorized access. Data encryption
can be used to increase the security of data.

o  Up-to-date security software: Security software can be
used to secure data access and use. For example,
software such as antivirus software or firewall can be
used.

e  Backup and restore: Backing up data ensure that data
is protected from loss. In addition, restore operations
allow data to be recovered and restored.

e  FEthical rules: Data security also includes the use of data
in accordance with the law and ethical rules. Therefore,
ethical rules and regulations should be determined and
implemented for data security.

e Training and Sensitivity: It is important that employees
are educated and conscious about data security. For this
reason, training and sensitization (sensitization,
increasing sensitivity) programs on data security
should be carried out and employees should be made
aware of data security.

e Continuous updating and auditing: Continuous
updating and auditing should be done on data security.
For this reason, continuous audits and updates should
be made on data security.

In fact, the issue of data security is a very broad field and
includes many factors. Especially with constantly updated
technologies and attack methods, continuous audits and updates
are required. Within the scope of this study, the focus is on key
generators in the field of data encryption. The rest of the study
is organized as follows. In the second section, data management
and security problems in the health sector are discussed. In the
third section, the details of the encryption approach that can be
used to ensure the security of electronic health data are given. In

the last section, the results obtained are discussed and
projections for future studies are presented

The extent of illegal access to health data is not widely
available. However, it is a growing concern as more and more
personal health information is being stored and shared
electronically. The unauthorized access and use of personal
health information can have serious consequences for
individuals, including identity theft, financial fraud, and damage
to one's reputation. Additionally, it can also compromise the
security of the healthcare system as a whole, leading to a lack of
trust in the system and reluctance to share sensitive information.
There are several key elements to be considered in the process
of processing, transmitting, and storing health data, including:

e Confidentiality: Health data is sensitive information
that should be kept confidential and only shared with
authorized individuals.

e Integrity: Health data should be accurate, complete,
and protected from unauthorized alteration or
destruction.

e Auvailability: Health data should be accessible to
authorized individuals when needed.

e Privacy: Health data should be protected from
unauthorized access and use.

e Security: Health data should be protected from
unauthorized access, use, disclosure, disruption,
modification, or destruction.

e Compliance: Health data should be processed and
stored in compliance with relevant laws and
regulations, such as the Health Insurance Portability
and Accountability Act (HIPAA) in the United States
and the General Data Protection Regulation (GDPR) in
the European Union.

e Encryption: Health data should be encrypted while in
transit and at rest to protect it from unauthorized
access.

e Backup and recovery: Health data should be backed
up regularly and a plan should be in place for recovery
in case of a disaster or system failure. Access controls:
Health data should be protected by strict access
controls, including authentication and authorization, to
ensure that only authorized individuals can access the
data.

e Auditing and monitoring: Health data should be
audited and monitored to detect and prevent
unauthorized access or use. It's worth noting that these
are general guidelines and specific regulations and
laws might vary depending on the country, region or
organization.

IV. PROPOSED MODEL

In the compression algorithm that is aimed to be developed,
discrete fractional cosine transform is used instead of classical
discrete cosine transform. Thanks to this modification,



compression performance will be improved. The general view

of the proposed model is given in Figure 1.
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Fig. 1. The general view of proposed model

Figure 1 represents the use of a fractional discrete cosine
transform instead of the classical discrete cosine transform in the
yellow block. The proposed theoretical architecture aims to
obtain new conversion tables by changing the fraction order, in
other words, to improve the compression performance. Figure 1
blue block shows the JPEG algorithm step. It points out that the
only difference of the approach proposed at this stage from the
classical JPEG algorithm is the modification of the discrete
cosine transform. The pink block indicates the integration of the
process into PACS systems. The orange block draws attention
to the security risks described in the study. The green block
represents the encryption process that can be used to address
security problems. In order to explain the operation of the
method in a more detailed way, an example test image is given
in Figure 2.
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Fig. 2. A sample test image

Let's say the sample test image is 8x8 in size. Each pixel
color value corresponds to an integer value between 0-255. The
intermediate value to be obtained in case of using the classical
discrete cosine transform is shown in Figure 3.a. The value
shown in the Figure 3.a is the last step of the JPEG algorithm,
before the Huffman entropy coding. After this step, the image in
the form of a two-dimensional matrix is read in a zig-zag form
and converted into a one-dimensional array [24-27]. Then the
array is compressed by entropy coding. In other words, the more
0Os at the end of the array, the better the compression will be.

The hypothesis of the proposed study revolves around the
potential positive impact of fractional-order transformations on
the compression performance of the JPEG algorithm. To
validate this hypothesis, emphasis has been placed on the
discrete cosine step within the JPEG algorithm [28]. The
primary novelty of the study lies in the acquisition of fractional-
order transformations at 0.8 degrees within this article, instead

of discrete cosine transformation. In the classical cosine
transform, a zero value of 38 digits from the end is obtained.
Intermediate values calculated when using alpha=0.8-degree
discrete fractional cosine transform instead of classical discrete
cosine transform are given in Figure 3.b. As a result of the
calculations, if the image is converted to a one-dimensional
array, it can be observed that the last 39 values are zero. With
the proposed approach, it is possible to increase the compression
performance of a small 8x8 image. he preliminary results
obtained have indicated the significance of the proposed
research question. Given the infinite number of fractional-order
transformations within the [0,1] range, determining the most
suitable transformation will be a crucial aspect for future studies.
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Fig. 3. (a) result for classical-degree discrete fractional cosine transform (b)
result for alpha=0.8-degree discrete fractional cosine transform

V. CONCLUSIONS

In conclusion, the new compression algorithm for health
data management that we have developed has shown promising
results. This method, which is a derivative of the widely used
JPEG algorithm, has improved the compression ratio and is
expected to play a significant role in optimizing the storage and
transmission of medical images in PACS systems. The proposed
approach has the potential to revolutionize the field of health
data management by providing a more efficient and cost-
effective solution for the storage and retrieval of medical
images. We hope that our contribution will inspire further
research and development in this areca and lead to better
outcomes for patients and the healthcare industry. Roadmap for
future work on your compression and encryption algorithm for
health data management:

e Integration with encryption algorithms: The first step
in the roadmap would be to integrate the proposed
compression algorithm with encryption algorithms
such as AES or RSA to ensure the security of the
medical images being stored and transmitted.

e Performance evaluation: The next step would be to
conduct comprehensive performance evaluations of the
combined compression and encryption algorithm. This
will include measurements of compression ratio,
encryption strength, and speed of data processing.

e Real-world implementation: The final step would be to
implement the combined algorithm in real-world
scenarios, such as hospital PACS systems, to assess its
practicality and effectiveness in real-world scenarios.

e Continuous improvement: As with any new
technology, it is important to continually assess and
improve the proposed algorithm. This may include the
incorporation of new encryption algorithms, the



optimization of the compression method, and the
integration of machine learning techniques to improve
the efficiency of the algorithm.

This roadmap provides a clear path for future work on the

proposed compression and encryption algorithm for health data
management. By following these steps, we can ensure that the
proposed solution provides maximum security and efficiency
for the storage and transmission of medical images.
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