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Abstract—A smart city is a digital and intelligent city that uses
communication and information technology (ICT) that contains
different types of technology methods to meet the needs of current
and future generations regarding economic, social, cultural, and
environmental aspects. Smart cities face many risks in technology,
which make their management difficult and easy to attack. The
concept of smart cities has emerged as a promising solution to face
various urban challenges. In addition, it has been determined that a
38.7 percent increase in smart city risk management significantly
increased the number of attacks across the TOE (technology,
organization, and environment) categories. The research aims to
highlight the role of cybersecurity risk management in smart cities,
including preventing threats and the essential attacks that face smart
cities. To strengthen the security and resilience of smart cities, it is
crucial to comprehend the unique difficulties and dangers related to
cybersecurity in these urban environments and take necessary steps
accordingly. The primary objective of this research is to enhance
the cybersecurity risk management role in smart cities, thereby
guaranteeing the sustainable and secure growth of technologically
sophisticated metropolitan regions. Index Terms—Cybersecurity
risk management, smart cities,risk management , internet of things
(IoT), artificial intelligence.
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I. INTRODUCTION

Smart cities have significantly increased in number as a result
of the recent rapid expansion of technological development.
The smart city concept uses ICT to increase the comfort and
livability of urban life while also making services more effective.
The United Kingdom, China, and Hong Kong are the most
notable nations to have embraced smart city technologies [1].
Recently, Saudi Arabia began implementing smart city projects
such as NEOM and THE LINE, which will help the country
realize its 2030 vision. According to a prior study, 135 billion
dollars will be spent by 2024 on smart city cybersecurity, and
1.3 billion digital service infrastructures will be present in smart
cities[2]. The most significant challenge in developing smart
cities is the technical challenge, despite the socioeconomic and
political challenges they face. The worry of security and privacy
in technical challenges is essential; threats have always been a
challenge for smart cities to thwart. Therefore, it is essential
to implement risk management to minimize the effects of
dangerous threats, particularly those that may be intensified by
recent technological advancements such as artificial intelligence
(AD) and the internet of things(IoT) [3]. As Fig 1 shows,
cybersecurity risk management covers three main areas: Al, IoT,
and ICT, which use their technology in smart city infrastructure.
Al refers to machines or systems that perform tasks similarly to
human intelligence and can iteratively improve themselves based
on the information they gather. IoT refers to the overall network
that connects devices as well as the technology that permits
communication between those devices and the cloud that resides

inside each one of them. ICT is the umbrella term for a variety
of technological tools and resources used to produce, transmit,
store, share, and exchange information. A strategic approach
is to prioritize threats through cybersecurity risk management.
For instance, organizations use cybersecurity risk management
to make sure that the majority of threats are addressed quickly.
This technique assists in identifying, analyzing, evaluating,
and mitigating threats based on the potential harm each threat
may cause. This research will emphasize the significance of
cybersecurity risk management in smart cities and show some
of the techniques used in smart cities that play a role in risk
management in order to lessen threats and the most serious
attacks that smart cities face.

Smart City Infrastructure
Cybersecurity Risk Managment

Fig. 1. Cybersecurity Risk Management Covering

II. SELECTION OF PAPERS FOR LITERATURE REVIEW

In the current paper, PRISMA is one of the research
techniques utilized. It supports identifying and minimizing
redundant research on smart city cybersecurity risk management.
The definition of research studies and papers using PRISMA
involves a few steps. The first step is to conduct a Google
Researcher and Saudi Digital Library search using the keywords
“cybersecurity risk management AND smart cities,” “risk
management smart cities” AND “cybersecurity smart cities,”
“smart city challenges” AND risk assessment in smart cities,”
and “smart city risk analysis” AND “cyberattack smart cities.”
In the second step, some criteria are defined, with a particular
emphasis on studies on the significance of cybersecurity risk
management in smart cities and papers published between 2016
and 2022 .

Fig2: Prisma-based schematic diagram for managing
cybersecurity risk in smart cities. The initial outcome was that
the Saudi Digital Library and Google Scholar databases were
able to identify 470 papers. In addition, we identified 245



duplicate studies prior to 2016. We eliminated 100 of the 225
remaining studies because they did not meet our research
objectives. We excluded 100 research papers in the final step.
After reading the introductions and arguments for each, we
accepted 25 research papers.
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Fig. 2. PRISMA cybersecurity risk management In smart cities.

III. LITERATURE REVIEW

This section reviews 25 papers on smart city risk management
in terms of an overview and findings of some of the
methodologies and technologies used in smart city protection
and management in smart transport, health, environment, and
living. These methods and models provide solutions to the
challenges faced in smart city systems and risk assessment.
They detect deviations and abnormalities that can be utilized in
various contexts to ensure smart city security. Further, the most
used technology in smart cities plays a role in protecting against

risk and threat.

for protection
of financial
transactions .

Ref | Year Framework Contribution
or approach
used

[1] | 2020 *Used some | This paper provides
security an overview of risk
techniques assessment by exploring
to avoid risk | the potential risks that
in smart | affect smart cities,
cities (access | including some threats
control. * | and best practices that can
Multi-factor be applied in smart cities,
authen- which can be seen as a
tication, protection approach to risk
encryption, management.
end point
protection.
Blockchain

Ref | Year Framework Contribution
or approach
used
[2] | 2021 e Artificial | The paper explores the
neural challenges of traditional
networks risk assessment methods
for risk | in smart cities. It sug-
assessment in | gests the use of artificial
smart cities neural networks for more
effective risk assessment.
Also present a neural net-
work model for identifying
and assessing cybersecurity
risks in dynamic networks.
[4] | 2022 . NIST | Discuss the role of cyber-
eIntegration security risk management
of Assurance | in smart cities and explore
Standards some of the approaches
*Systems- used to risk assessment.
Based
Approach
[51 | 2020 . Risk | The  paper  highlights
Assessment the importance of
Models * | estimated risk assessment
Cognitive and management of
Security cybersecurity in  smart
Techniques cities; they suggest
confining security
techniques to evaluate
cybersecurity risk
levels; they also discuss
the development of
cybersecurity  procedures
by third parties; and the
need for security to be
included in IoT solutions
from the design stage.
[6] | 2020 e RiskLens ¢ | The paper discusses the
FAIR role of cyber security in
risk management; it covers
some of the threats in the
IoT system, which is con-
sidered part of smart cities.
It mentions some of the
methods used in cybersecu-
rity risk management, such
as FAIR and RiskLens.
[71 | 2020 . Linear | Linear Programming model
Programming | (LP ) is model used in
(LP) model this paper for cybersecurity
risk management to alloca-
tion of limited resources,
such as financial resources,
among competing [oT cy-
bersecurity projects.
[8] | 2022 . Attack- | Analyze the attack-defense
defense trees | trees (ADTs) strategy as
(ADTs) a response to problems

in smart city systems by
putting forth a continuous
quantitative risk manage-
ment methodology for in-
tricate smart grid systems
that coordinate many com-
ponents.




Ref | Year | Framework or | Contribution Ref | Year | Framework or | Contribution
approach used approach used
[8] | 2022 | ¢ System of Sys- | This paper presents a sys- [14]| 2022 | Used tools | This study includes a re-
tems (SoS) ap- | tem of system model SOS for risk | view of the literature to
proaches ,sthat plays a role in man- assessment and | look into risk manage-
agement smart cities from management ment and assessment tools
risk. It studies the risks that and methods. for smart
affect smart cities and used cities, as well as the most
the SOS model to manage recent technological ad-
risk and city governance. vancements. The paper’s
[91 | 2020 | » Attack-defense | Analyze the attack-defense conclusion discusses the
trees (ADTSs) trees (ADTs) strategy as potential for further re-
a response to problems search into risk assessment
in smart city systems by instruments for a smart city
putting forth a continuous implementation project.
quantitative risk manage-
ment methodology for in- [15]| 2021 | « TOE A multilayered framework
tricate smart grid systems for risk management based
that coordinate many com- on the technology organi-
ponents. zation environment (TOE)
[10] | 2021 | eEstablishing discusses cybersecurity risk is proposed by research for
information management in smart cities, sustainable smart city gov-
security policies | highlighting the vulnerabil- ernance.
and control | ity of these systems to cy- [16]| 2020 | » Smart Cities | This paper explores
measures berattacks due to the in- Security privacy, security, and risk
tegration of diverse tech- & Privacy | challenges in smart cities,
nologies. It confirmed the Framework proposes a framework for
need for measures such as managing cybersecurity
network intrusion detection, risks, and discusses current
information security poli- knowledge on these topics.
cies, access control, au- [17]] 2022 | » Methodology | This study’s goal is to sug-
diting, activity logs, and to assess and | gest a methodology for as-
backup maintenance. rank Smart | sessing Smart Cities uti-
[11]] 2019 | Normative The paper advocates for Cities lizing a multi criteria ap-
approach a normative cybersecurity proach, as this approach is
risk management approach suggested for dealing with
in smart cities, in term of complicated issues that in-
systemic interventions like volve competing interests.
security-remedial patching, [18].] 2020 | » Used assess- | This paper is focused on
by-design, procurement ment tools for | the assessment tools for
, core security teams, smart city smart city implementation
changes, and professional evaluation, which can also
development. be mentioned as smart city
[12]| 2021 | » Present lot of | The methods used for risk assessment (SCA).
models used in | assessment in smart city at- [19]| 2021 | Smart city | Highlighting its  main
risk assessment | tacks, deviation and abnor- security issues: | applications and services
threats in smart | mality detection, and sys- The main | for smart cities, presenting
cities tem state comparison are the attacks and | some susceptible attacks
main topics of this paper, countermea- that can touch the security
which is play role in detec- sures of applications, and some
tion risk and assessment. best practices to ensure
[13]| 2021 | e Present a lot of | The development of a smart city security.
methods and the- | general,  planner-oriented
ory for risk as- | methodology to evaluate

sessment in smart
cities.

risk for planning inputs for
smart cities is the main
driving force behind the
research; risk assessment
methodologies that can be
applied in various contexts
are mentioned.




Ref | Year | Framework or | Contribution
approach used
[20] | 2021 | * AI methods The study addressed de-
tecting an attack on IoT
by using artificial intel-
ligence, deep learning,
and machine learning to
safeguard IoT, which is
the most used technol-
ogy in smart cities and
plays a role in protecting
from risk and threat.
[21]]| 2022 | Using | The purpose of this pa-
cybersecurity per was to specify the
and failures | risks of smart cities and
in telecom- | the perspectives of risk
munication management and lies in
infrastructure the description of a new
e Multi- | angle of studying smart
disciplinary cities.
approach

IV. METHODOLOGY

Cybersecurity risk management plays an important role in
ensuring the security and resilience of smart cities. It involves
the identification, assessment, and mitigation of potential cyber-
security risks that may establish due to the implementation of
advanced technologies in urban environments. Cyber incidents
can still happen in spite of mitigating actions. Building strong
incident response skills is just one aspect of cybersecurity risk
management’s responsibilities. This entails creating incident re-
sponse strategies, educating staff, and putting systems in place to
efficiently identify, address, and recover from cyber events. This
section will highlight the most important threats that affect smart
cities and their countermeasures, such as the activities in IoT-
based smart cities, privacy issues with virtual reality, and issues
with smart cities and the dangers that Al presents in them [22].
Additionally, presenting some of the techniques and strategies
that cybersecurity risk management depends on to protect and
secure the infrastructure to be more secure and hard to access.

Some problems affecting smart cities and their solutions will
be covered in this part, including risks posed by driverless
automobiles, privacy concerns with virtual reality, and botnet
activity in Internet of Things-based smart cities. Furthermore,
outlining some of the methods and approaches that cybersecurity
risk management uses to protect and secure the infrastructure in
order to make it more difficult to access and safe [22].

A. The most issues in smart cities

1) IoT-based smart cities botnet activities: Mirai Bonten is
the most common threat that infects devices such as cameras,
printers, routers, and DVRs. It propagates infection to a large
number of diverse IoT devices and launches a DDoS attack
against target servers [22]. Secure and agile SEAL is one of
the frameworks that is being used to detect and mitigate DDOS
attacks on smart city applications and network infrastructure. It
was especially created to address the adaptability requirements of
smart city applications, thus providing effective defense against
DDoS attacks for smart city applications. The SEAL framework
provides various types of filters to satisfy application-specific
security requirements. (Proactive Filter, Active Filter, and Passive
Filter). One can alter these filters to achieve the crucial accuracy

required for attack detection. The benefits of using the SEAL
framework to defend against DDOS attacks for all services and
applications, not just specific ones in smart cities [23].

2) Driverless car threats in smart cities: Autonomous vehicles
(AVs) are designed to lessen traffic and create a modern, envi-
ronmentally friendly society. Using the steering wheel, slamming
on the brakes, or turning off the engine are just a few of the
extremely dangerous threats you might be exposed to. Along
with violating privacy by stealing or losing information [22],
An autonomous vehicle’s operating system—and potentially the
entire network—can be accessed by an attacker by simply taking
advantage of one vulnerability within the system. Because au-
tonomous vehicles are so complicated, certain experts believe that
they may never be completely secure. However, there are defi-
nitely ways to increase the security of autonomous car technology.
Manufacturers, cities, and drivers may protect autonomous cars
in six different ways, including Set up a special passcode, Instead
of just one network, cities should implement several. In addition
to turning off GPS and updating the vehicle’s software.

3) Virtual reality privacy issues in smart cities: Smart cities
depend on technology. one of those used technologies is virtual
reality. Different organizations have embraced virtual reality
(VR) technology in smart cities such as the engineering industrial
and healthcare sectors. However, the sensitive information that
had been shared in any possible way or unencrypted connections
between virtual reality devices and others, all of that is
affecting and posing some threats to privacy by leakage or
interfering with it. [22] Unfortunately, this case is still confusing
the designers and users in taking any appropriate decisions
to protect and countermeasure privacy. However, there are
some countermeasures that may help to protect such as using
“privacy by design” principles and implementing the hidden
identity. By taking these steps, smart cities can ensure using the
data for legitimate purposes and protect individuals’ privacy. [24]

4) Threats Al pose in smart cities: The most important roles in
various smart applications, particularly in smart cities, are played
by artificial intelligence systems. However, the growing use of Al
creates dangers and security risks. Service providers, for instance,
may employ certain techniques to extract data, analyze personal
data in excess, and extract sensitive information that goes beyond
service-providing objectives and grants unauthorized access to
data. Hackers can weaken the effects of training and reduce the
accuracy of the algorithm because they are aware of how ML-
based defenses were developed or trained. Organizations can use
some of the techniques of artificial intelligence to improve while
taking precautions [22]. Al identifies unknown threats: a large
number of hackers every year and significant numbers of attacks
with several motives. These unknown threats may cause huge
damage to networks. For decreasing the problem, Al is considered
one of the best techniques to prevent these threats and discover
unknown threats. Finally, secure authentication: most websites
contain user accounts that are individual logins for accessing
required services. Organizations need an extra layer to protect
the sensitive and personal information of their users. However, Al
secures the authentication anytime users want to log in to their
accounts. Al uses a lot of tools, including fingerprint scanners
and facial recognition, which help detect the number of hack
attempts.[25]



B. Techniques and Strategies

1) Smart cities infrastructure: cybersecurity risk management
depends on an object type, extracting data and evaluating
quantitative risk for the infrastructure in smart cities. The most
famous smart city technologies that face attacks and technical
problems with a large percentage are the internet of things
(IoT) technique and the artificial intelligence (AI) technique.
Artificial neural networks allow for assessing cyber risk in
the infrastructure of different types of objects in the dynamic
digital infrastructures of the smart city [2]. In disaster cases,
the infrastructure face also has some challenges in avoiding
any electronic problems that may cause by natural phenomena.
So, an integrated resilience system is connected with a smart
city to improve disaster resilience by using artificial intelligence
technology [4]. The more robust and solid the infrastructure, the
more protection the risk management will be.

2) Disaster management: A decision support system that deals
with the infrastructure that will support a disaster. management
system in the smart city. The smart city needs to be prepared
for disasters, adapt to them, and respond to and recover from
them by taking the benefits from the links. between the different
infrastructures to increase resilience to any disaster they face [4].
This will help risk management to prepare for any disaster cases.

3) Role of risk management : The effectiveness of smart
cities depends on the risk management approach for protecting
them from threats or cyberattacks that may affect their efficiency
and discontinue their work, which results in the possibility
of losing important data and material and technical resources,
which affects the economic aspect of cities. Risk management
requires the creation of systematic strategies based on the
structuring of smart cities. They are also using new technologies
that are increasing productivity. and work effectively. The risk
management procedure consists of five steps: risk identification,
analysis, and evaluation. , treatment, and monitoring. The
purpose of risk identification is to determine what, where, when,
why, and how something might impair operations. Establishing
the likelihood of a risk event and the possible results of each
event are both part of the risk analysis process. Each risk’s
relative magnitude assessed, and risks are then categorized
according to their importance and impact. In this step, risk
management strategies, preventative measures, and contingency
plans developed based on the estimated value of each risk. Risk
management is a dynamic, ongoing process that includes risk
monitoring. Regular repetition and observation of the procedures
aid in ensuring that both anticipated and unanticipated risks are
fully addressed.

Risk Identification

Fig. 3. Cybersecurity risk management framework

4) Technology organization environment framework (TOE):
Risk management for smart cities employs a variety of
frameworks and theories. Contrary to TOE frameworks, which
offer a more comprehensive approach from the three sides of
technology organization environment, the majority of them do
not cover the environmental and organizational aspects of smart

cities. The TOE framework evaluates, monitors, and regulates
the risks connected to various processes and their integration
into the overall management of smart cities. The proposed
architecture for smart cities layers iterative risk management and
TOE processes to provide for comprehensive city administration.

5) IoT models in the smart city: In smart cities, the internet
of things (IoT) is the most significant and widely used technol-
ogy. The majority of cyberattacks on smart cities have an IoT
component. In order to improve smart cities, cybersecurity risk
management focuses on a few models. It identifies a Bayesian
model to assess cybersecurity maturity, which is crucial support
for enhancing cybersecurity at the level of smart cities and
guaranteeing their functionality[5]. In the IoT and IoMT domains,
a novel IoT risk computational model also computes the potential
risk and risk effect score [6]. Additionally, an LP model is created
to decide how to divide resources among several IoT security
projects that are in competition with one another [7].

6) Attack defense trees: Attack defense trees are models used
to evaluate system risks by including risk attributes in the tree
nodes. We can perform some sensitivity analysis of system risks
relating to defenses and attacks using this technique, which
also allows us to enhance safety measures for facilitating risk
management and lowering risks [9].

7) The Security and privacy: Devices are seen as brand-new
threats to user security and privacy because they put confidential
data at risk of attack by a third party. To safeguard the user’s
privacy, the idea of foggy dummies was used. Other hazy methods
for reducing security risks in cybersecurity risk management in-
cluded caching, cooperating, and serving as a middleman between
users [16].

V. RECOMMENDATIONS AND FUTURE DIRECTIONS

This research covered a comprehensive and general overview
and analysis of some strategies and methodologies used in risk
management in smart cities. Risk management is important for
any organization and any country, especially with this generation,
which is increasingly adopting technology in all dealings, whether
in education, health, home, companies, etc. This research focused
mainly on risk management in smart cities because of their great
diversity and the orientation of most countries toward them. With
the increase in technologies used in them, the risks increase and
thus may affect the quality of human life and the economies
of countries as well. It analyzed some of the methodologies
used in previous research and clarified the contributions of each,
in addition to mentioning some of the threats and means of
protection used. It is considered a broad and complex field and
requires more experiments, research, and contribution to focusing
on creating strong means of protection and management of cyber
risks that may affect smart city devices and systems.

In this research, we propose creating a special smart city plat-
form that contains all the devices and departments in smart cities,
which makes it easier for developers and technicians to manage
this specific city. The platform includes smart city departments;
for example, the health department is separate from the education
department, and so on, and each department contains the number
of devices and systems used for each device. This platform also
reviews the behavior and results of these devices, the rate of
hacking attempts, and their proccessing . Which means that this
platform displays results and numbers for everything contained
in smart cities, to makes it easier for managers and technicians to
find results, evaluate risks, and make decisions as well through



this platform. This proposal will contribute to collecting and
understanding all the information we need to manage a smart city
on one platform, which will raise the quality of risk management
and able to decision-making based on the presented results. On
the other hand, it requires a lot of effort and collecting all the
information, which takes a long time, in addition to features that
are added to this platform, such as issuing reports, clarifying
graphs in it, etc., to raise the quality of its use.

VI. CONCLUSION

At this time, with growing information technology and commu-
nications related to the economy of countries in all fields such as
health care, education, and transport .etc, it becomes some of the
countries transfer to be as smart cities, and It is closely connected
with IT and communications. The smart city continuously faces
risks; the more significant the smart city, the greater its risks.
Since the smart city has different factors of risks, this study sought
to highlight the vital role of cybersecurity risk management in
smart cities in terms of technologies used and infrastructure that
consider essential factors in managing the risk.
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